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I. EXECUTIVE SUMMARY 

INTRODUCTION 
This executive summary provides an overview of the organization, the audit and outcomes of the 
ISO/IEC 27001:2022 initial certification audit conducted by Decrypt Compliance. The audit concluded 
that the organization’s ISMS is generally compliant with the requirements of ISO/IEC 27001:2022. 
Referring to the results of the audit process and the demonstration of the organization’s development 
and maturity, the audit team recommends that your organization’s management system should be 
granted certification for ISO/IEC 27001:2022. 
 
ORGANIZATION & AUDIT INFORMATION 
SMT Data provides capacity management and performance analysis to help larger companies with the 
performance of their IT infrastructure. SMT Data offers IT Business Intelligence (ITBI™) which enables 
customers to gather, understand, and optimize their IT capacity and performance costs on both 
mainframe and midrange platforms. 

COMPANY NAME SMT Data 

COMPANY ADDRESS Kongevejen 400b, 1 sal. 2840 Holte Denmark 

WEBSITE https://smtdata.com/ 

PHONE NUMBER  

CLIENT REPRESENTATIVE NAME Mads Rasmussen, Kim Mortensen 

CLIENT REPRESENTATIVE EMAIL mra@smtdata.com and kmo@smtdata.com 

TOTAL # OF EMPLOYEES WITHIN SCOPE 22 

AUDIT STANDARD ISO/IEC 27001:2022 

AUDIT NUMBER  

AUDIT TYPE Initial Certification 

DURATION 3.5 days  

AUDIT DATES November 11 2024 and November 13 -15 2024 

LEAD AUDITOR Ishan Singh Thakur 

ADDITIONAL TEAM MEMBER(S) Lindisiwe Dube  

ADDITIONAL ATTENDEES & ROLES Rajesh Laskary, Kerem Cimen and Raymond Cheng: Observers  

METHOD OF AUDIT The audit was performed remotely via Google Meet 

JOINT, COMBINED, INTEGRATED AUDIT? N/A 
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AUDIT METHODOLOGY 
The audit methodology included: 
 

 
AUDIT OBJECTIVES 
Decrypt Compliance has planned the audit in accordance with ISO/IEC 17021-1, ISO/IEC 27006-1, and 
Decrypt Compliance’s own policies and procedures to ensure that the following audit objectives are 
accomplished by the audit: 
 

● Determining the ISMS’s conformity, or parts of it, with the audit criteria (ISO/IEC 27001:2022); 
● Determining the ability of the management system to ensure the organization meets applicable, 

statutory, regulatory, and contractual requirements; 
● Determining the effectiveness of management system to ensure the organization can 

reasonably expect to achieve its specified objectives; 
● When applicable, identifying areas for potential improvement of the ISMS. 

 
AUDIT SCOPE 
Decrypt Compliance performed an Initial Certification audit in two stages, Stage 1 and Stage 2. This 
report details the audit, findings, and outcomes of the Stage 2 audit. 
The purpose of the Stage 2 is to evaluate the implementation, including effectiveness, of the client’s 
ISMS. In addition to evaluating the effective implementation of the ISMS, the objective of the Stage 2 is 
to confirm adherence to policies, procedures, objectives, and procedures. The Stage 2 Audit focused on 
the following: 
 

● Information and evidence about conformity ISO/IEC 27001 and/or other normative standards; 
● Performance monitoring, measuring, reporting and reviewing against key performance 

objectives and targets (consistent with the expectations of ISO/IEC 27001 and/or other 
normative documents); 

● The ISMS’s ability and its performance regarding meeting of applicable statutory, regulatory and 
contractual requirements; 

● Operational control of the client’s processes; 
● Internal auditing and management review; 
● Management responsibility for the client’s policies.  
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The audit team focused on top management’s leadership 
and commitment to information security objectives; 
assessment of information security related risks ensuring 
that the management’s assessment process produces 
consistent, valid and comparable results, if repeated; 
management’s determination of controls based on the 
information security risk assessment and treatment 
processes; correspondence between the determined 
controls of the Statement of Applicability (SoA); the 
results of the information security risk assessment and 
treatment process; and the information security policy 
and objectives. The auditor paid special attention to the 
implementation of controls considering the external and 
internal context and related risks, and the monitoring, 
measurement, and analysis of information security 
processes and controls to determine whether controls 
declared as implemented were implemented and 
effective as a whole. Lastly, the audit was focused on 
programs, processes, procedures, records, internal audits, 
and reviews of the ISMS effectiveness to ensure that 
these are traceable to top management decisions and the 
information security policy and objectives. 
 
AUDIT CRITERIA 
The audit criteria (the set of requirements) for this audit 
include: 

a) All normative clauses of ISO/IEC 27001:2022: 
● Clause 4 – Context of the organization  
● Clause 5 – Leadership  
● Clause 6 – Planning  
● Clause 7 – Support 
● Clause 8 – Operation 
● Clause 9 – Performance evaluation 
● Clause 10 – Improvement  

b) Annex A – Information security controls reference 
as established in the SoA 

c) Appropriate use of certification marks 
d) Documentation and processes defined in the 

management system developed by the client. 
 
AUDIT TEAM 
Lead Auditor: Ishan Singh Thakur 
Audit Team Member(s): Lindisiwe Dube 
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FINDINGS SUMMARY 
    

 MAJOR 
NONCONFORMITIES 

MINOR 
NONCONFORMITIES 

 

 0 6  
    

 
OBSERVATIONS OPPORTUNITIES 

FOR IMPROVEMENT 
 

 0 17  
    

SUMMARY OF CLIENT RISK ANALYSIS 

 A risk assessment conducted by SMT Data 
identified 59 risks across various categories. 
Out of which, 51 risks have been mitigated, 8 
risks are in progress for mitigation, and none 
remain open. The risk assessment was 
conducted in accordance with the company’s 
risk assessment practices. 

 

CONCLUSION 

 The audit concluded that the organization’s 
ISMS is generally compliant with the 
requirements of ISO/IEC 27001:2022. 
Referring to the results of the audit process 
and the demonstration of the organization’s 
development and maturity, the audit team 
recommends that your organization’s 
management system should be granted 
certification for ISO/IEC 27001:2022.  

 

 



 

 
 
 
 

SECTION B: 
AUDIT INFORMATION 
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II. SCOPE OF CERTIFICATION 

The scope of the ISO/IEC 27001:2022 certification is limited to information security to the design, 
development, and operation of all applications, data, and infrastructure utilized by SMT Data A/S in 
successful delivery of its software solution to its customers and stakeholders. This includes 
information assets located at our primary locations in Denmark. Departments included within the ISMS 
are Human Resources, Legal, Finance, Development, and Operations. 
 
VERSION & DATE OF SOA: v1.0 - November 6, 2024 
 

LOCATION/ AFFILIATE 
/SUBSIDIARY ADDRESS FUNCTION/ROLE IN ISMS 

N/A N/A N/A 

 
 

III. AUDIT PLANNING 

AUDIT OBJECTIVES 

 Stage 1 Audit – Audit management system documentation; evaluation client's location and 
site-specific conditions and the preparedness for the stage 2 audit; reviewing the client's status 
and understanding regarding requirements of the standard; collecting necessary information 
regarding the scope of the management system; reviewing the allocation of resources for stage 
2 audit and agree with the client on the details of the stage 2 audit; planning the stage 2 audit; 
evaluation if the internal audits and management review are being planned and performed. 

 Initial Audits/Stage 2 – Evaluation of the conformance and implementation of the management 
system with applicable standard(s) as well evaluation of the ability of the management system 
to ensure the client organization meets applicable statutory, regulatory and contractual 
requirements in order to determine if the facility can be recommended for Certification. 

 Recertification Audits – Evaluation the continued fulfillment of all the requirements of the 
relevant management system standard or other normative document for renewal of the 
certification.Evaluation of the effectiveness of the management system in its entirety in the light 
of internal and external changes and its continued relevance and applicability to the scope of 
certification, evaluation of demonstrated commitment to maintain the effectiveness and 
improvement of the management system in order to enhance overall performance as well as the 
effectiveness of the management system with regard to achieving the certified client’s 
objectives and the intended results of the respective management system(s). 

 Surveillance – Evaluation of the conformance and effectiveness of the management system 
with applicable standard(s) for the purpose of continuing the certification as well evaluation of 
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the effectiveness of the management system to ensure the client organization is continually 
meeting its specified objectives. 

 Special Audit – Evaluation of effectiveness of correction and corrective action implemented in 
order to close non- conformity issued during previous audit and/or to investigate complaints 
received and/or in response to changes and/or as follow up on suspended clients. 

 Special Audit / Scope Expansion Audit – Evaluation of the conformance and implementation of 
the management system with applicable standard(s) against with extension application 

 

AUDIT SCOPE 

The Information Security Management System (ISMS) applies to the design, development, and 
operation of all applications, data, and infrastructure utilized by SMT Data in successfully delivering its 
solution to its customers and stakeholders. The scope of certification covers various departments, 
including Human Resources, Legal, Finance, Development, and Operations. 
 

AUDIT SCOPE ADDITIONAL DETAILS / INFORMATION 

The Organizational Units Human Resources 
Legal 
Finance 
Development 
Operations 

IT Infrastructure Third party managed - AWS 

Software / Service IT Business Intelligence (ITBITM) 

Departments Human Resources 
Legal 
Finance 
Development 
Operations 

Processes - Regulatory (Compliance) 
- Internal systems 
- External systems 
- Incident management and response processes 
- Disaster recovery processes 
- Business continuity processes 
- Software development processes 
- Operations security processes 
- Access Control processes (including user registration and 
provisioning) 
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AUDIT CRITERIA 

The audit criteria (the set of requirements) for this audit include: 
a) All normative clauses of ISO/IEC 27001:2022: 

● Clause 4 – Context of the organization  
● Clause 5 – Leadership  
● Clause 6 – Planning  
● Clause 7 – Support 
● Clause 8 – Operation 
● Clause 9 – Performance evaluation 
● Clause 10 – Improvement  

b) Annex A – Information security controls reference 
c) Appropriate use of certification marks 
d) Documentation and processes defined in the management system developed by the client. 

 

AUDIT METHODOLOGY 

The audit team conducted an evidence-based audit focusing on significant risks and objectives to 
evaluate the conformity of the ISMS. The use of evidence-based procedures helps ensure the 
objectivity of the audit conclusions. 
 
SMT Data does not have any material activities within the scope of certification that are performed at a 
pre-defined physical location. As all activities are conducted remotely, the Initial certification Audit was 
performed 100% remotely due to the nature of the client’s business. 
 
Remote auditing techniques were utilized to interface with SMT Data during the initial certification 
audit. The audit was conducted via Google Meet and consistent with the requirements of IAS, IAF MD 
4:2023, and ISO/IEC 27006, as well as Decrypt Compliance’s own policies. 
 
RISKS ASSOCIATED WITH REMOTE AUDITS AND MITIGATION MEASURES 

● Communication Risk: Potential for miscommunication was mitigated using 
commonly-accepted video conferencing tools, scheduled check-ins, and clear, concise 
documentation. 

● Data Transmission Security Risk: Potential for loss of control of confidential data was mitigated 
using secure transmission of sensitive documents through encrypted channels and 
commonly-accepted cloud storage solutions. 

● Limited Observability Risk: Potential for reduced audit information was mitigated by evaluation 
of evidence sampling methodology and interviews with personnel to cross-verify information. 

 
All audit objectives were fully achieved and findings support the conclusion that the audit criteria were 
met, even in a remote audit environment. 
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AUDIT LOGISTICS 

There were no deviations or significant issues from the audit plan. 
 
Decrypt Compliance established initial contact with the auditee to make arrangements for the Initial 
Certification audit, including scheduling. The Lead Auditor validated feasibility of the audit, the audit 
objectives, the audit scope, location, and audit criteria. 
 
Audit plans were sent to the auditee and confirmed during the Stage 1 & Stage 2 opening meetings. 
Opening meetings were attended by individuals responsible for the ISMS, and included presentation of 
the audit purpose, methodology, reporting & appeals process, and confidentiality terms. 
 
Areas of concern arising from the Stage 1 audit were discussed with the auditee and addressed prior to 
proceeding to Stage 2 audit. The Stage 2 audit plan and timeframe were organized according to the 
significance and time required to address the areas of concern, and no significant changes impacting 
the management system were identified that prompted repeating aspects of the Stage 1 audit. The 
audit team reviewed updates and changes made during Stage 2 audit to ensure areas of concern from 
Stage 2 were addressed. 
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IV. AUDIT ATTENDEES 
OPENING MEETING 
 

 
 
CLOSING MEETING 
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CLIENT REPRESENTATIVE  AUDIT TEAM 

NAME POSITION/TITLE  NAME POSITION/TITLE 

Mads Rasmussen CEO  Raymond Cheng Founder 

Kim Mortensen Senior ITBI Consultant  Rajesh Laskary Observer 

Nicklas Overgaard CTO  Kerem Cimen Observer 

Ronan Glober Consultant  Ishan Singh Thakur Lead Auditor 

   Lindisiwe Dube Audit team  

CLIENT REPRESENTATIVE  AUDIT TEAM 

NAME POSITION/TITLE  NAME POSITION/TITLE 

Mads Rasmussen CEO  Raymond Cheng Founder 

Kim Mortensen Senior ITBI Consultant  Rajesh Laskary Observer 

Nicklas Overgaard CTO  Kerem Cimen Observer 

Ronan Glober Consultant  Ishan Singh Thakur Lead Auditor 

   Lindisiwe Dube Audit team  



 

 
 
 
 

SECTION C: 
AUDIT SUMMARY 
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V. AUDIT TEST DETAILS 

 

 
Conformity 

 

Major 
Nonconformity 

 

Minor 
Nonconformity 

 
Observation 

 

Opportunity for 
Improvement 

 

CLAUSES 

# CLAUSE REQUIREMENT FINDING 
STATUS  AUDIT EVIDENCE (FINDING & JUSTIFICATION) 

4. Context of the organization 

4.1 Understanding the organization and its 
context 

 

Statement of Applicability and Statement Definition 
 

4.2 Understanding the needs and 
expectations of interested parties 
 

 

Statement of Applicability and Statement Definition 
 
Meetings with external parties could be organized to obtain more specific 
relevant requirements of interested parties. 

4.3 Determining the scope of the ISMS 
 

 

Statement of Applicability and Statement Definition 
 
Scope of the ISMS could be further refined upon identification of additional 
relevant requirements of interested parties. 
Scope of the ISMS could be further refined with additional details of external 
party interfaces and dependences. 

4.4 Information security management system 

 

Statement of Applicability and Statement Definition 
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# CLAUSE REQUIREMENT FINDING 
STATUS  AUDIT EVIDENCE (FINDING & JUSTIFICATION) 

5. Leadership 

5.1 Leadership and commitment 

 

Information Security policy.pdf 

5.2 Policy 

 

Information Security policy.pdf 
 
Default data retention could be added to the record retentions. ( It is added from 
the contract on 13th Nov) 

5.3 Organizational roles, responsibilities and 
authorities 

 

Information Security policy.pdf 

6. Planning 

6.1 Actions to address risks and 
opportunities - General  

 

- Risk Assessment and Treatment Policy.pdf 
- SMT Data Risk Management Matrix 
 
 
 

6.1 Information security risk assessment 

 

- Risk Assessment and Treatment Policy.pdf 
- SMT Data Risk Management Matrix 
 

6.1 Information security risk treatment 
 

 

- Risk Assessment and Treatment Policy.pdf 
- SMT Data Risk Management Matrix 
 

6.2 Information security objectives and 
planning to achieve them 
  

- Risk Assessment and Treatment Policy.pdf 
- SMT Data Risk Management Matrix 
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# CLAUSE REQUIREMENT FINDING 
STATUS  AUDIT EVIDENCE (FINDING & JUSTIFICATION) 

6.3 Planning of changes 

 

- Risk Assessment and Treatment Policy  
- Information Security Policy 
- SMT Data Management Review - ISO 27001.pdf 
 
 

7. Support 

7.1 Resources 
 
  

- Roles and Responsibility Policy 
- Human Resources Policy 

7.2 Competence 
 

 

- Linkedin profiles 
- Job description sample 

7.3 Awareness 
 

 

- Security Awareness and Training Policy 
- Security awareness and training employee completion list 
- Security awareness and training content 

7.4 Communication 

 

Communications Policy 

7.5 Documented information - general 

 

- SMT Data - ISO27001 2022 - Statement of Applicability and Statement 
Definition.pdf 
- Scytale Document Management System  

8. Operation 

8.1 Operational planning and control 
 
 

 

- SMT Data polices and procedures 
 
Terminology used in the Incident Response Policy could be updated to reflect 
common role names used in the industry, with a common term used to refer to 
incident response personnel. ( Completed on 13th Nov) 
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# CLAUSE REQUIREMENT FINDING 
STATUS  AUDIT EVIDENCE (FINDING & JUSTIFICATION) 

8.2 Information security risk assessment 
 

 

- SMT Data polices and procedures 

8.3 Information security risk treatment 

 

- SMT Data polices and procedures 

9. Performance evaluation 

9.1 Monitoring, measurement, analysis and 
evaluation 

 

- Information Security Policy  
- SMT Data Management Review - ISO 27001.pdf 

9.2 Internal audit 

 

- Information Security Policy 
- Internal Audit Policy 
- SMT Data final Internal audit - ISO 27001_2022.xlsx 
- SMT Data Management Review - ISO 27001.pdf 

9.2 Internal audit program 
 

 

- Information Security Policy 
- Internal Audit Policy 
- SMT Data final Internal audit - ISO 27001_2022.xlsx 
- SMT Data Management Review - ISO 27001.pdf 

9.3 Management review 
 

 

- SMT Data Management Review - ISO 27001.pdf 

9.3 Management review inputs 
 
  

- SMT Data Management Review - ISO 27001.pdf 

9.3 Management review results 

 

- SMT Data Management Review - ISO 27001.pdf 

10. Improvement 
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# CLAUSE REQUIREMENT FINDING 
STATUS  AUDIT EVIDENCE (FINDING & JUSTIFICATION) 

10.1 Continual improvement  
 
  

- SMT Data Management Review - ISO 27001.pdf 
- SMT Data Corrective Actions Internal Audit.xlsx 

10.2 Nonconformity and corrective action 

 

- SMT Data final Internal audit - ISO 27001_2022.xlsx 
- SMT Data Corrective Actions Internal Audit.xlsx 
- SMT Data Management Review - ISO 27001.pdf 
 
 

11. Additional Requirements  

 Use of certification marks 
  N/A 

 List of documents included in the audited 
MS 
 

 
N/A 
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ANNEX A CONTROLS 

# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

A.5 Organizational controls 

A.5.1 Policies for information security.  
 
Control.  Information security policy 
and topic-specific policies shall be 
defined, approved by management, 
published, communicated to and 
acknowledged by relevant personnel 
and relevant interested parties, and 
reviewed at planned intervals and if 
significant changes occur. 

 

- Policies and procedures documents with the annual signoff 
- Policies and procedures available to company employees 

A.5.2 Information security roles and 
responsibilities.  
 
Control.  Information security roles 
and responsibilities shall be defined 
and allocated according to the 
organization needs.  
 

 

- Roles and Responsibility Policy.pdf 
- Organizational chart 
- Roles based access control matrix 
- Example of a job description  

A.5.3 
 

Segregation of duties 
 
Control. Conflicting duties and 
conflicting areas of responsibility 
shall be segregated. 
 

 

- Information Security Policy 
- Roles and Responsibility Policy.pdf 
- Roles based access control matrix 

A.5.4 
 

Management responsibilities 
 
Control. Management shall require 
all personnel to apply information  

- Information Security Policy 
- Roles and Responsibility Policy.pdf 
- Acceptable use policy 
- Code of conduct 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

security in accordance with the 
established information security 
policy, topic-specific policies and 
procedures of the organization. 

A.5.5 
 

Contact with authorities. 
 
Control. The organization shall 
establish and maintain contact with 
relevant authorities. 

 

- Incident Management Policy 
- Communication policy 

A.5.6 
 

Contact with special interest groups. 
 
Control. The organization shall 
establish and maintain contact with 
special interest groups or other 
special security forums and 
professional associations. 
 

 

- CISO forums/ security updates 

A.5.7 
 

Threat intelligence 
 
Control. Information relating to 
information security threats shall be 
collected and analyzed to produce 
threat intelligence. 
 

 

- Incident Management Policy 
- AWS GuardDuty Intrusion detection findings report 
- Management technology review  

A.5.8 
 

Information security in project 
management  
 
Control. Information security shall be 
integrated into project management. 
 

 

- Information Security Policy 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

A.5.9 Inventory of information and other 
associated assets 
 
Control. An inventory of information 
and other associated assets, 
including owners, shall be developed 
and maintained.  

 

It was observed that printers and peripheral devices are not maintained in the 
inventory. As a part of the control inventory of information and assets should be 
maintained by the organization. 
 

A.5.10 Acceptable use of information and 
other associated assets 
 
Control. Rules for the acceptable use 
and procedures for handling 
information and other assets shall be 
identified, documented and 
implemented. 

 

- Acceptable Usage Policy 
- Asset Management Policy 

A.5.11 
 

Return of assets 
 
Control. Personnel and other 
interested parties as appropriate 
shall return all the organization’s 
assets in their possession upon 
change or termination of their 
employment, contract or agreement. 
 

 

- Asset Management Policy 
- Information Asset inventory 
- Offboarding ticket with the returned asset 

A.5.12 
 

Classification of information 
 
Control. Information shall be 
classified according to the 
information security needs of their 
organization based on confidentiality, 
integrity, availability and relevant 
interested party requirements. 

 

- Data classification Policy 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

 

A.5.13 
 

Labeling of information  
 
Control. An appropriate set of 
procedures for information labeling 
shall be developed and implemented 
in accordance with the information 
classification scheme adopted by the 
organization. 

 

- Data classification Policy 
 

A.5.14 
 

Information transfer 
 
Control. Information transfer rules, 
procedures, or agreements shall be 
in place for all types of transfer 
facilities within the organization and 
between the organization and other 
parties. 
 

 

- Acceptable Usage Policy 
- Asset Management Policy 
- Encryption Key Management Policy 

A.5.15 
 

Access control 
 
Control. Rules to control physical and 
logical access to information and 
other associated assets shall be 
established and implemented based 
on business and information security 
requirements. 
 

 

- Access Control Policy 
- RBAC Matrix 
 

A.5.16 
 

Identity management 
 
Control. The full life cycle of 
identities shall be managed.  

- Access Control Policy 
- Admin and users' list 
- List of admin users with access to Microsoft Intra ID identity provider 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

 

A.5.17 Authentication information 
 
Control. Allocation and management 
of authentication information shall 
be controlled by a management 
process, including advising 
personnel on appropriate handling of 
authentication information. 
 

 

- Access Control Policy 
- Configuration of MFA for Microsoft Intra ID  users 
 

A.5.18 Access rights 
 
Control. Access rights to information 
and other associated assets shall be 
provisioned, reviewed, modified and 
removed in accordance with the 
organization’s topic-specific policy 
on and rules for access control. 
 

 

- Access Control Policy 
- Roles based access control matrix 
- User access review approval 
- List of admin users with access to the identity provider 
- Configuration of MFA for Microsoft Intra ID users 
 

A.5.19 
 

Information security in supplier 
relationships  
 
Control. Processes and procedures 
shall be defined and implemented to 
manage the information security risk 
associated with the use of supplier’s 
products or services. 
 
 

 

It was observed that relevant security certifications of the vendors were not added 
on the Scytale platform. Only SOC 2 reports are mandatory for critical vendors. As 
per the control Information Security Risk of all the suppliers should be maintained. 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

A.5.20 
 

Addressing information security 
within supplier agreements 
 
Control. Relevant information 
security requirements shall be 
established and agreed with each 
supplier based on the type of 
supplier relationship. 

 

It was observed that Relevant information security requirements are not 
established and agreed with each supplier based on the type of supplier 
relationship. Information Security questionnaire for the vendors is not maintained. 

A.5.21 
 

Managing information security in 
the information and communication 
technology (ICT) supply chain 
 
Control. Processes and procedures 
shall be defined and implemented to 
manage the information security 
risks associated with the ICT 
products and services supply chain. 
 

 

-Third party risk management 
- List of all IT vendors and status 
- Information asset inventory.xlsx 
- Sample of agreements with vendors 

A.5.22 
 

Monitoring, review and change 
management of supplier services. 
 
Control. The organization shall 
regularly monitor, review, evaluate 
and manage change in supplier 
information security practices and 
service delivery. 
 

 

It was mentioned that review of change in supplier information security practices 
and service delivery is done annually. It is recommended to do at the time of 
onboarding as well and maintain evidence for the same. 

A.5.23 Information security for use of cloud 
services 
 
Control. Processes for acquisition, 
use, management and exit from 

 

-Third party risk management 
- List of all IT vendors and status 
- Information asset inventory.xlsx 
- Sample of agreements with vendors 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

cloud services shall be established in 
accordance with the organization’s 
information security requirements. 
 

A.5.24 Information security incident 
management planning and 
preparation 
 
Control. The organization shall plan 
and prepare for managing 
information security incidents by 
defining, establishing and 
communicating information security 
incident management processes, 
roles and responsibilities. 
 

 

As per the sample provided, it was seen that severity and impact analysis are not 
mentioned in the Information security incident management. 

A.5.25 Assessment and decision on 
information security events  
 
Control. The organization shall 
assess information security events 
and decide if they are to be 
categorized as information security 
incidents. 
 

 

- Incident Management Policy 
 

A.5.26 Response to information security 
incidents 
 
Control. Information security 
incidents shall be responded to in 
accordance with the documented 
procedures. 

 

It was observed that not all the security incidents are responded as per the 
procedure. As per the standard information security incidents shall be responded 
to in accordance with the documented procedures. 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

A.5.27 
 

Learning from information security 
incidents 
Control. Knowledge gained from 
information security incidents shall 
be used to strengthen and improve 
the information security controls.  

 

As per the discussion it was mentioned that there was no security incidents 
observed, hence activities like Table Top should be included to gain knowledge 
from Information Security incidents. 

A.5.28 
 

Collection of evidence 
 
Control. The organization shall 
establish and implement procedures 
for the identification, collection, 
acquisition and preservation of 
evidence related to information 
security events. 

 

Incident management Policy 

A.5.29 
 

Information security during 
disruption 
 
Control. The organization shall plan 
how to maintain information security 
at an appropriate level during 
disruption. 

 

It was noted that Security controls are not tested during the DR activity. 

A.5.30 
 

ICT refines for business continuity. 
 
Control. ICT Readiness shall be 
planned, implemented, maintained 
and tested based on business 
continuity objectives and ICT 
continuity requirements.  
 

 

It was mentioned that the DR activity covers the Business continuity planning as 
well, however it’s recommended to identify core functionalities that are required to 
run the business. 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

A.5.31 
 

Legal, statutory, regulatory and 
contractual requirements  
 
Control. Legal, statutory, regulatory 
and contractual requirements related 
to information security and the 
organization’s approach to meet 
these requirements shall be 
identified, documented and kept up 
to date. 
 

  

- Information Security Policy 
- Privacy Policy 

A.5.32 
 

Intellectual property rights 
 
Control. The organization shall 
implement appropriate procedures to 
protect intellectual property rights. 
 

 

- Information Security Policy 
- Acceptable use policy 
 

A.5.33 Protection of records 
 
Control. Records shall be protected 
from loss, destruction, falsification, 
unauthorized access and 
unauthorized release.  
 

 

- Incident management Policy 
- Data Classification access HR Documentation.docx 
- https://smtdata.com/privacy-policy/ 

A.5.34 Privacy protection of personal 
identifiable information (PII) 
 
Control. The organization shall 
identify and meet the requirements 
regarding the preservation of privacy 
and protection of PII according to 
applicable laws and regulations and 

 

- Incident management Policy 
- https://smtdata.com/privacy-policy/ 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

contractual requirements. 
 

A.5.35 
 

Independent review of information 
security 
 
Control. The organization’s approach 
to managing information security 
and its implementation including 
people, processes and technologies 
shall be reviewed independently at 
planned intervals, or when significant 
changes occur. 
 

 

- Penetration test report 
- Internal Audit Report 

A.5.36 Compliance with policies, rules and 
standards for information security 
 
Control. Compliance with the 
organization’s information security 
policy, topic-specific policies, rules 
and standards shall be regularly 
reviewed.  
 

 

- Information Security Policy 
- Internal Audit report 
- Policies and procedures documents with the annual signoff 

A.5.37 
 

Documented operating procedures. 
 
Control. Operating procedures for 
information processing facilities 
shall be documented and made 
available to personnel who need 
them.  
 

 

- Information Security Policy 
- Policies and procedures documents with the annual signoff 
- Policies and procedures available to company employees: Access list to SMT 
Data Internal use 

A.6 People controls 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

A.6.1 Screening 
 
Control. Background verification 
checks on all candidates to become 
personnel shall be carried out prior to 
joining the organization and on an 
ongoing basis taking into 
consideration applicable laws, 
regulations and ethics and be 
proportional to the business 
requirements, the classification of 
the information to be accessed and 
the perceived risks. 
 

 

- Human Resource Policy 
- Candidates pre-employment checks 
 
 
 
It was mentioned that background verification of 1 member from Netherlands is 
pending.  
Background verification of all the employees should be done prior to joining the 
organization. 

A.6.2 Terms and conditions of 
employment 
 
Control. The employment contractual 
agreements shall state the 
personnel’s and the organization’s 
responsibilities for information 
security. 
 

 

- Human Resource Policy 
- List of company employees 
- Signed NDA 
- Employment agreement  

A.6.3 Information security awareness 
education and training 
 
Control. Personnel of the 
organization and relevant interested 
parties shall receive appropriate 
information security awareness, 
education and training and regular 
updates of the organization’s 

 

- Human Resources Policy 
- Security awareness training completion 
- Security training content 
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XI. AUDIT CONCLUSIONS AND AUDIT RECOMMENDATIONS 

AUDIT CONCLUSION 
The Information Security Management System conforms with the requirements of ISO/IEC 27001:2022. SMT 
Data has implemented adequate internal controls to support implementation and maintenance of the ISMS. 
 
There were no material deviations from the audit plan and no significant issues were identified that impacted 
the audit program. Additionally, there were no significant changes or unresolved issues affecting the 
management system since the last audit took place (SMT Data had not been previously certified for ISO/IEC 
27001:2022). Remote audit considerations were adequate to help ensure audit objectives were achieved. 
 
The audit team determined the ISMS is designed to achieve the organization’s objectives and meets statutory, 
regulatory, and contractual requirements. 
 
Per the audit team’s review of SMT Data’s internal audit and management review processes, the audit team 
confirms the respective processes are in place and adequate. Additionally, SMT Data is effectively controlling 
the use of certification documents and marks, where applicable. 
 
Additionally, the audit team found the certification scope was appropriate, and no unresolved issues affected 
the audit team’s ability to conclude the assessment. 
 
The audit concluded that the organization’s ISMS is generally compliant with the requirements of ISO/IEC 
27001:2022. Referring to the results of the audit process and the demonstration of the organization’s 
development and maturity, the audit team recommends that your organization’s management system should 
be granted certification for ISO/IEC 27001:2022. 
 
In summary, the Initial Certification Audit was successful in meeting stated objectives. 
 
AUDIT RECOMMENDATION 
Based on the results of the audit, the audit team recommends SMT Data for certification to the Decrypt 
Compliance certification body management team. 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

information security policy, 
topic-specific policies and 
procedures, as relevant for their job 
function.  
 

A.6.4 Disciplinary process  
 
Control. A disciplinary process shall 
be formalized and communicated to 
take actions against personnel and 
other relevant interested parties who 
have committed an information 
security policy violation. 
 

 

- Human Resources Policy 
 

A.6.5 Responsibilities after termination or 
change of employment. 
 
Control. Information security 
responsibilities and duties that 
remain valid after termination or 
change of employment shall be 
defined, enforced and communicated 
to relevant personnel and other 
interested parties. 
 

 

- Human Resources Policy 
- C.HR02 Leaver Process 
- Joiner_Mover_Leaver Procedures v3.0.xlsx    
 
 
 
 
 
 

A.6.6 Confidentiality or non-disclosure 
agreements  
 
Control. Confidentiality or 
non-disclosure agreements reflecting 
the organization’s needs for the 
protection of information shall be 

 

- Signed NDA 
- Employment agreement  

30 



 

# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

identified, documented, regularly 
reviewed and signed by personnel 
and other relevant interested parties. 
 

A.6.7 Remote working 
 
Control. Security measures shall be 
implemented when personnel are 
working remotely to protect 
information accessed, processed or 
stored outside the organization’s 
premises.  
 

 

- Information Security Policy 
- Acceptable use policy 

A.6.8 Information security event reporting 
 
Control. The organization shall 
provide a mechanism for personnel 
to report observed or suspected 
information security events through 
appropriate channels in a timely 
manner.  
 

 

- Incident Management Policy 
- GuardDuty subscription email 

A.7 Physical controls 

A.7.1 Physical security perimeters 
 
Control. Security perimeters shall be 
defined and used to protect areas 
that contain information and other 
associated assets. 
 

 

Physical Security Policy 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

A.7.2 Physical entry 
 
Control. Secure areas shall be 
protected by appropriate entry 
controls and access points. 
 

 

Physical Security Policy 

A.7.3 Securing offices, rooms and 
facilities 
Control. Physical security for offices, 
rooms and facilities shall be 
designed and implemented. 
 

 

- Physical Security Policy 
- Physical access monitoring detection 

A.7.4 Physical security monitoring 
 
Control. Premises shall be 
continuously monitored for 
unauthorized physical access. 
 

 

- Physical Security Policy 
- Physical access monitoring detection 

A.7.5 Protecting against physical and 
environmental threats 
 
Control. Protection against physical 
and environmental threats, such as 
natural disasters and other 
intentional or unintentional physical 
threats to infrastructure shall be 
designed and implemented. 
 

 

- Physical Security Policy 
- Physical access monitoring detection 

A.7.6 Working in secure areas 
 
Control. Security measures for  

- Physical Security Policy 
- Acceptable use policy 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

working in secure areas shall be 
designed and implemented. 
 

A.7.7 Clear desk and clear screen 
 
Control. Clear desk rules for papers 
and removable storage media and 
clear screen rules for information 
processing facilities shall be defined 
and appropriately enforced. 
 

 

- Physical Security Policy 
- Acceptable use policy 

A.7.8 Equipment siting and protection 
 
Control. Equipment shall be sited 
securely and protected. 
 

 

- Physical Security Policy 
- Acceptable use policy 
- List of devices managed on Microsoft Intune endpoint management tool 

A.7.9 Security of assets off-premises 
 
Control. Off-site assets shall be 
protected. 
 

 

- Physical Security Policy 
- Acceptable use policy 
- Asset Management Policy 
- Incident Management Policy 

A.7.10 Storage media 
 
Control. Storage media shall be 
managed through their life cycle of 
acquisition, use, transportation and 
disposal in accordance with the 
organization’s classification scheme 
and handling requirements. 
 

 

- Physical Security Policy 
- Acceptable use policy 
- Asset Management Policy 
- Incident Management Policy 
- Encryption Management policy 
- Backup policy 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

A.7.11 Supporting utilities 
 
Control. Information processing 
facilities shall be protected from 
power failures and other disruptions 
caused by failures in supporting 
utilities. 
 

 

Physical Security Policy 

A.7.12 Cabling security 
 
Control. Cables varying power, data 
or supporting information services 
shall be protected from interception, 
interference or damage. 
 

 

- Physical Security Policy 
- Product network architecture 

A.7.13 Equipment maintenance 
 
Control. Equipment shall be 
maintained correctly to ensure 
availability, integrity and 
confidentiality of information. 
 

 

Physical Security Policy 

A.7.14 Secure disposal or re-use of 
equipment 
 
Control. Items of equipment 
containing storage media shall be 
verified to ensure that any sensitive 
data and licensed software has been 
removed or securely overwritten prior 
to disposal or re-use. 
 

 

There is no mentioned process for secure disposal or re-use of equipment. Also, 
end on life (EOL) is not defined for the assets. The organization should have a 
process defined for disposal of equipment. 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

A.8 Technological controls 

A.8.1 User end point devices 
 
Control. Information stored on, 
processed by or accessible via user 
end point devices shall be protected. 
 

 

- List of devices managed in the endpoint management tool 
- Configuration of hard disk encryption on employee devices 
- Automatic OS updates enabled on workstations 
- Configuration of screensaver lock on employee devices 
- Configuration of malware software detection on employee devices 
- Alerts configuration 
- List of Devices in Antivirus tool 
 
 
 

A.8.2 Privileged access rights 
 
Control. The allocation and use of 
privileged access rights shall be 
restricted and managed. 
 

 

All the users have privileged rights on the workstations i.e. they are local admin on 
windows and mac. Privilege access should be restricted and managed as per the 
standard. 

A.8.3 Information access restriction  
 
Control. Access to information and 
other associated assets shall be 
restricted in accordance with the 
established topic-specific policy on 
access control. 

 

- Access Control Policy 
- RBAC Matrix.xlsx 

A.8.4 Access to source code  
 
Control. Read and write access to 
source code, development tools and 
software libraries shall be 
appropriately managed. 

 

- Access Control Policy 
- GitHub Source control tool users 
- Github Source Control MFA Enabled  
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

A.8.5 Secure authentication 
 
Control. Secure authentication 
technologies and procedures shall be 
implemented based on information 
access restrictions and the 
topic-specific policy on access 
control. 
 

 

- Access Control Policy 
- Configuration of MFA for Microsoft Intra ID users 
- Configuration of MFA for AWS  IAM users 
- Configuration of MFA for GitHub users 

A.8.6 Capacity management 
 
Control. The use of resources shall 
be monitored and adjusted in line 
with current and expected capacity 
requirements. 
 

 

- Capacity_monitor_nr.png 
- Monitor_disk.png  
- Monitor_memory.png 
 

A.8.7 Protection against malware 
 
Control. Protection against malware 
shall be implemented and supported 
by appropriate user awareness. 
 

 

- List of Devices in Microsoft Intune Antivirus tool 
- Configuration of malware software detection on employee devices 

A.8.8 Management of technical 
vulnerabilities 
 
Control. Information about technical 
vulnerabilities of information 
systems in use shall be obtained, the 
organization’s exposure to such 
vulnerabilities shall be evaluated and 
appropriate measures shall be taken. 
 

 

It was observed that technical Vulnerability management for product environment 
is performed in a detailed manner. However vulnerability management for end 
point machines (user machines) should be performed as well. 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

A.8.9 Configuration management 
 
Control. Configurations, including 
security configurations, of hardware, 
software, services and networks 
shall be established, documented, 
implemented, monitored and 
reviewed. 
 

 

- System and network management policy 
- Information asset inventory policy 
- Assets mapping and classification 

A.8.10 Information deletion 
 
Control. Information stored in 
information systems, devices or in 
any other storage media shall be 
deleted when no longer required. 
 

 

- Privacy Policy 
- Data Retention policy 

A.8.11 Data masking 
 
Control. Data masking shall be used 
in accordance with the organization’s 
topic-specific policy on access 
control and other related 
topic-specific policies, and business 
requirements, taking applicable 
legislation into consideration.  
 

 

- Privacy Policy 
- Encryption Key Management policy  
- User password hashing + salted from the database 

A.8.12 Data leakage prevention  
 
Control. Data leakage prevention 
measures shall be applied to 
systems, networks and any other 
devices that process, store or 

 

It was found that no technical data leakage prevention measures are implemented. 
The organization should ensure Data leakage prevention measures shall be 
applied to systems, networks and any other devices that process, store or transmit 
sensitive information. 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

transmit sensitive information. 
 

A.8.13 Information backup 
 
Control. Backup copies of 
information, software and systems 
shall be maintained and regularly 
tested in accordance with the agreed 
topic-specific policy on backup. 
 

 

- Backup Policy 
- Population of daily backups to cloud DBs, cloud storage 
- Disaster Recovery Test Report - Backup restoration  

A.8.14 Redundancy of information 
processing facilities 
 
Control. Information processing 
facilities shall be implemented with 
redundancy sufficient to meet 
availability requirements. 
 

 

- Disaster Recovery Plan 
- Disaster Recovery drill report 
- List of available zones 

A.8.15 Logging 
 
Control. Logs that record activities, 
exceptions, faults and other relevant 
events shall be produced, stored, 
protected and analyzed. 
 

 

It is recommended to increase the log ingestion for other services as well, as right 
now only cloud watch is being used. Also, need to mention the retention time of 
the various logs. 

A.8.16 Monitoring activities  
 
Control. Networks, systems and 
applications shall be monitored for 
anomalous behavior and appropriate 
actions taken to evaluate potential 

 

It was observed that monitoring is done via guard duty on AWS, capacity 
monitoring and uptime report for platform availability. However, it is suggested to 
monitor activities for users as well. 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

information security incidents. 
 
 

A.8.17 Clock synchronization 
 
Control. The clock of information 
processing systems used by the 
organization shall be synchronized to 
approved time sources. 
 

 

- Audit logging and Monitoring Policy 
- Access Control Policy 
- Clock Synchronization.png 

A.8.18 Use of privileged utility programs 
 
Control. The use of utility programs 
that can be capable of overriding 
system and application controls shall 
be restricted and tightly controlled. 
 

 

Access Control Policy 

A.8.19 Installation of software on 
operational systems 
 
Control. Procedures and measures 
shall be implemented to securely 
manage software installation on 
operational systems.  
 

 

It was observed that there is no process to ensure securely managing installation 
of software on operating systems as all the users are administrators on the 
machine. The organization shall implement Procedures and measures to securely 
manage software installation on operational systems. 

A.8.20 Networks security  
 
Control. Networks and network 
devices shall be secured, managed 
and controlled to protect information 
in systems and applications. 

 

- System and Network Management Policy 
- VPC firewall rules 
- Product network architecture diagram 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

It was observed that there are a few redundant rules and some rules that have 
neither destination port nor destination port defined for outbound connection. As a 
best practice redundant and duplicate rules should be cleaned up periodically.  

A.8.21 Security of network services  
 
Control. Security mechanisms, 
service levels and service 
requirements of network services 
shall be identified, implemented and 
monitored. 
 

 

- System and Network Management Policy 
- VPC firewall rules 
- Product network architecture diagram 

A.8.22 Segregation of networks 
 
Control. Groups of information 
services, users and information 
systems shall be segregated in the 
organization’s networks. 
 

 

- System and Network Management Policy 
- List of Virtual Private Clouds 
- List of AWS organisation accounts  

A.8.23 Web filtering 
 
Control. Access to external websites 
shall be managed to reduce 
exposure to malicious content. 
 

 

- System and Network Management Policy 
- I.COMM10 Block dropbox.docx 
- I.COMM10 Dropbox.com Block on Client.png 
- I.COMM09 Web Content Policy.pdf 

A.8.24 Use of cryptography 
 
Control. Rules for the effective use of 
cryptography, including cryptographic 
key management, shall be defined 
and implemented. 
 

 

- Encryption Key Management Policy 
- Application data on transit configuration 
- Website data on transit configuration 
- db_encryption.jpg 
- db_dynamo.jep 
-  
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

A.8.25 Secure development life cycle 
 
Control. Rules for the secure 
development of software and 
systems shall be established and 
applied. 
 

 

- SDLC Policy 
- Example of a change  

A.8.26 Application security requirements 
 
Control. Information security 
requirements shall be identified, 
specified and approved when 
developing or acquiring applications. 
 

 

- SDLC Policy 
- Example of a change  

A.8.27 Secure system architecture and 
engineering principles  
 
Control. Principles for engineering 
secure systems shall be established, 
documented, maintained, and 
applied to any information system 
development activities. 
 

 

- SDLC Policy 
- Product network architecture diagram 

A.8.28 Secure coding 
 
Control. Secure coding principles 
shall be applied to software 
development.  

 

- SDLC Policy 
- SDLC training 

A.8.29 Security testing in development and 
acceptance  
  

- Automated checks enforced on all production pull requests 
- Successful checks enforced on production repositories 
- Production automated checks 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

Control. Security testing processes 
shall be defined and implemented in 
the development life cycle. 
 

A.8.30 Outsourced development  
 
Control. The organization shall 
direct, monitor and review the 
activities related to outsourced 
system development. 
 

 

- SDLC Policy 
- Sample of a vendor agreement 

A.8.31 Separation of development, test and 
production environments  
 
Control. Development, testing and 
production environments shall be 
separated and secured. 
 

 

- System and Network Management Policy 
- List of Virtual Private Clouds 
- List of AWS organisation segregation.jpeg 

A.8.32 Change management 
 
Control. Changes to information 
processing facilities and information 
systems shall be subject to change 
management procedures. 
 

 

- SDLC Policy  
- List of production repositories  
- List of Linear change management tickets linked to the pull request 
- Code review enforced on production repositories configuration 
- List of code review enforced on production pull requests. 
- List of successful checks enforced on production repositories 

A.8.33 Test information 
 
Control. Test information shall be 
appropriately selected, protected and 
managed. 
 

 

- SDLC Policy 
- Automated checks enforced on all production pull requests 
- Successful checks enforced on production repositories 
- Production automated checks 
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# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

A.8.34 Protection of information systems 
during audit testing 
 
Control. Audit tests and other 
assurance activities involving 
assessment of operational systems 
shall be planned and agreed between 
the tester and appropriate 
management. 
 

 

- SDLC Policy 
- Automated checks enforced on all production pull requests 
- Successful checks enforced on production repositories 
- Production automated checks 
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VI. AUDIT FINDINGS - INITIAL CERTIFICATION 

SUMMARY 
Decrypt Compliance strives to be a responsive audit partner by promptly sharing any findings upon identification throughout the audit process to 
promote communication and alignment among all stakeholders. At closing meetings, audit findings and final conclusions of the audit team were 
presented to the auditee. Following the closing meeting, a Findings Report was provided to the client to facilitate the Findings Handling Process. 
Details regarding the findings, as well as their status as of the date of this report, are outlined below. 
 

MAJOR 
NONCONFORMITIES 

MINOR 
NONCONFORMITIES OBSERVATIONS OPPORTUNITIES FOR 

IMPROVEMENT 

0 6 0 17 

 
 
 

VII. AUDIT FINDING DEFINITIONS 

The evaluation of the audit findings is based on the following definitions, in accordance with ISO/IEC 17021-1: 
 

● MAJOR NON-CONFORMITY (MaNC): A non-conformity that affects the capability of the management system to achieve the intended 
results. 

● MINOR NON-CONFORMITY (MiNC): A non-conformity that does not affect the capability of the management system to achieve the intended 
results.  

● OBSERVATIONS (OBS): Any issues which are likely to become a NC, if not treated until the next audit are marked as observations. No 
response is required.   

● OPPORTUNITY FOR IMPROVEMENT (OFI): An opportunity for improvement is a finding that, should it go unaddressed, could result in more 
severe findings in subsequent reviews. An OFI can also be used to improve the management system as a whole or named processes. No 
response is required.  
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VIII. STAGE 2 CERTIFICATION AUDIT - FINDINGS AND OUTCOMES 

NONCONFORMITIES 

NC 
TYPE 

CLAUSE 
/CONTROL # CLAUSE / CONTROL REQUIREMENT DETAILS OF NONCONFORMITIES STATUS 

Minor ISO/IEC 
27001:2022  
Control A.5.9 

An inventory of information and other 
associated assets, including owners, shall be 
developed and maintained.  
 

It was observed that printers and peripheral devices 
are not maintained in the inventory. As a part of the 
control inventory of information and assets should 
be maintained by the organization. 
 

Corrected on 19 
December 2024. 

Minor ISO/IEC 
27001:2022  
Control A.6.1 

Background verification checks on all 
candidates to become personnel shall be 
carried out prior to joining the organization and 
on an ongoing basis taking into consideration 
applicable laws, regulations and ethics and be 
proportional to the business requirements, the 
classification of the information to be accessed 
and the perceived risks. 
 
 

It was mentioned that background verification of 1 
member from the Netherlands is pending. 
Background verification of all the employees should 
be done prior to joining the organization. 

Corrected on 19 
December 2024. 

Minor ISO/IEC 
27001:2022  
Control  
A.7.14 

Items of equipment containing storage media 
shall be verified to ensure that any sensitive 
data and licensed software has been removed 
or securely overwritten prior to disposal or 
re-use. 
 

There is no mentioned process for secure disposal 
or re-use of equipment. Also, end on life (EOL) is 
not defined for the assets. The organization should 
have a process defined for disposal of equipment. 

Corrected on 19 
December 2024. 

Minor ISO/IEC 
27001:2022  
Control A.8.2 

The allocation and use of privileged access 
rights shall be restricted and managed. 

All the users have privileged rights on the 
workstations i.e. they are local admin on windows 
and mac. Privilege access should be restricted and 
managed as per the standard. 

Corrective action 
plan has been 
provided and 
accepted on 12th 
December 2024.  
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NC 
TYPE 

CLAUSE 
/CONTROL # CLAUSE / CONTROL REQUIREMENT DETAILS OF NONCONFORMITIES STATUS 

 
The plan is 
scheduled to be 
implemented in 
January 2025. 
 

Minor ISO/IEC 
27001:2022  
Control 
A.8.12 

Data leakage prevention measures shall be 
applied to systems, networks and any other 
devices that process, store or transmit sensitive 
information. 

It was found that no technical data leakage 
prevention measures are implemented. The 
organization should ensure Data leakage prevention 
measures shall be applied to systems, networks 
and any other devices that process, store or 
transmit sensitive information. 
 
 

Corrective action 
plan has been 
provided and 
accepted on 12th 
December 2024.  
 
The plan is 
scheduled to be 
implemented in 
January 2025. 

Minor ISO/IEC 
27001:2022  
Control 
A.8.19 

Procedures and measures shall be implemented 
to securely manage software installation on 
operational systems.  

It was observed that there is no process to ensure 
securely managing installation of software on 
operating systems as all the users are 
administrators on the machine. The organization 
shall implement Procedures and measures to 
securely manage software installation on 
operational systems. 
 
 

Corrected on 19 
December 2024. 
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OPPORTUNITIES FOR IMPROVEMENT 

CLAUSE /CONTROL # DETAILS 

ISO/IEC 27001:2022 
Clause 4.2.b 

Meetings with external parties could be organized to obtain more specific relevant requirements of interested parties. 
 

ISO/IEC 27001:2022 
Clause 4.3.b 

Scope of the ISMS could be further refined upon identification of additional relevant requirements of interested parties. 
 

ISO/IEC 27001:2022 
Clause 4.3.c 

Scope of the ISMS could be further refined with additional details of external party interfaces and dependences. 
 

ISO/IEC 27001:2022 
Clause 5.2.a 

Default data retention could be added to the record retention. 

ISO/IEC 27001:2022 
Clause 8.1 

Terminology used in the Incident Response Policy could be updated to reflect common role names used in the industry, 
with a common term used to refer to incident response personnel 

ISO/IEC 27001:2022 
Control A.5.19 

It was observed that relevant security certifications of the vendors were not added on the Scytale platform. Only SOC 2 
reports are mandatory for critical vendors. As per the control Information Security Risk of all the suppliers should be 
maintained. 

ISO/IEC 27001:2022 
Control A.5.20 

It was observed that relevant information security requirements are not established and agreed with each supplier based 
on the type of supplier relationship. Information Security questionnaire for the vendors is not maintained. 

ISO/IEC 27001:2022 
Control A.5.22 

It was mentioned that review of change in supplier information security practices and service delivery is done annually. It 
is recommended to do at the time of onboarding as well and maintain evidence for the same 

ISO/IEC 27001:2022 
Control A.5.24 

As per the sample provided, it was seen that severity and impact analysis are not mentioned in the Information security 
incident management 

ISO/IEC 27001:2022 
Control A.5.26 

It was observed that not all the security incidents are responded to as per the procedure. As per the standard information 
security incidents shall be responded to in accordance with the documented procedures. 

ISO/IEC 27001:2022 
Control A.5.27 

As per the discussion it was mentioned that there were no security incidents observed, hence activities like Table Top 
should be included to gain knowledge from Information Security incidents. 
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CLAUSE /CONTROL # DETAILS 

ISO/IEC 27001:2022 
Control A.5.29 

It was noted that Security controls are not tested during the DR activity. 

ISO/IEC 27001:2022 
Control A.5.30 

It was mentioned that the DR activity covers the Business continuity planning as well, however it’s recommended to 
identify core functionalities that are required to run the business. 

ISO/IEC 27001:2022 
Control A.8.8 

It was observed that technical Vulnerability management for product environments is performed in a detailed manner. 
However vulnerability management for end point machines (user machines) should be performed as well. 

ISO/IEC 27001:2022 
Control A.8.15 

It is recommended to increase the log ingestion for other services as well, as right now only cloud watch is being used. 
Also, the need to mention the retention time of the various logs. 

ISO/IEC 27001:2022 
Control A.8.16 

It was observed that monitoring is done via guard duty on AWS, capacity monitoring and uptime report for platform 
availability. However, it is suggested to monitor activities for users as well. 

ISO/IEC 27001:2022 
Control A.8.20 

It was observed that there are a few redundant rules and some rules that have neither destination port nor destination 
port defined for outbound connection. As a best practice redundant and duplicate rules should be cleaned up periodically.  

 
 

48 



 

# CONTROL OBJECTIVE & 
DESCRIPTION 

STATUS OF 
FINDING AUDIT EVIDENCE (FINDING & ITS JUSTIFICATION) 

A.6.1 Screening 
 
Control. Background verification 
checks on all candidates to become 
personnel shall be carried out prior to 
joining the organization and on an 
ongoing basis taking into 
consideration applicable laws, 
regulations and ethics and be 
proportional to the business 
requirements, the classification of 
the information to be accessed and 
the perceived risks. 
 

 

- Human Resource Policy 
- Candidates pre-employment checks 
 
 
 
It was mentioned that background verification of 1 member from Netherlands is 
pending.  
Background verification of all the employees should be done prior to joining the 
organization. 

A.6.2 Terms and conditions of 
employment 
 
Control. The employment contractual 
agreements shall state the 
personnel’s and the organization’s 
responsibilities for information 
security. 
 

 

- Human Resource Policy 
- List of company employees 
- Signed NDA 
- Employment agreement  

A.6.3 Information security awareness 
education and training 
 
Control. Personnel of the 
organization and relevant interested 
parties shall receive appropriate 
information security awareness, 
education and training and regular 
updates of the organization’s 

 

- Human Resources Policy 
- Security awareness training completion 
- Security training content 
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XI. AUDIT CONCLUSIONS AND AUDIT RECOMMENDATIONS 

AUDIT CONCLUSION 
The Information Security Management System conforms with the requirements of ISO/IEC 27001:2022. SMT 
Data has implemented adequate internal controls to support implementation and maintenance of the ISMS. 
 
There were no material deviations from the audit plan and no significant issues were identified that impacted 
the audit program. Additionally, there were no significant changes or unresolved issues affecting the 
management system since the last audit took place (SMT Data had not been previously certified for ISO/IEC 
27001:2022). Remote audit considerations were adequate to help ensure audit objectives were achieved. 
 
The audit team determined the ISMS is designed to achieve the organization’s objectives and meets statutory, 
regulatory, and contractual requirements. 
 
Per the audit team’s review of SMT Data’s internal audit and management review processes, the audit team 
confirms the respective processes are in place and adequate. Additionally, SMT Data is effectively controlling 
the use of certification documents and marks, where applicable. 
 
Additionally, the audit team found the certification scope was appropriate, and no unresolved issues affected 
the audit team’s ability to conclude the assessment. 
 
The audit concluded that the organization’s ISMS is generally compliant with the requirements of ISO/IEC 
27001:2022. Referring to the results of the audit process and the demonstration of the organization’s 
development and maturity, the audit team recommends that your organization’s management system should 
be granted certification for ISO/IEC 27001:2022. 
 
In summary, the Initial Certification Audit was successful in meeting stated objectives. 
 
AUDIT RECOMMENDATION 
Based on the results of the audit, the audit team recommends SMT Data for certification to the Decrypt 
Compliance certification body management team. 
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