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Management Assertion
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I. SMT Data’s Management Assertion

We have prepared the accompanying "SMT Data’s Description of the SMT Data System" (Description)
of ("Service Organization") in accordance with the criteria for a description of a service organization’s
system set forth in the Description Criteria DC section 200 2018 Description Criteria for a Description
of a Service Organization’s System in a SOC 2 Report (Description Criteria). The Description is intended
to provide report users with information about the SMT Data System (System) that may be useful
when assessing the risks arising from interactions with the System throughout the period July 1,
2024 to September 30, 2024, particularly information about system controls that the Service
Organization has designed, implemented and operated to provide reasonable assurance that its
service commitments and system requirements were achieved based on the trust services criteria
for security set forth in TSP section 100, 2017 Trust Services Criteria for Security, Availability, Processing
Integrity, Confidentiality, and Privacy (applicable trust services criteria).

Complementary subservice organization controls: SMT Data A/S uses a subservice organization for
cloud hosting services. The Description indicates that complementary subservice organization
controls that are suitably designed and operating effectively are necessary, along with controls at
SMT Data, to achieve SMT Data’s service commitments and system requirements based on the
applicable trust services criteria. The Description presents SMT Data’s controls, the applicable trust
services criteria, and the types of complementary subservice organization controls assumed in the
design of SMT Data’s controls. The Description does not disclose the actual controls at the
subservice organization.

Complementary user entity controls: The Description also indicates that certain trust services criteria
specified in the Description can be met only if complementary user entity controls assumed in the
design of SMT Data controls are suitably designed and operating effectively, along with related
controls at the Service Organization. The Description does not extend to controls of user entities.

We confirm, to the best of our knowledge and belief, that:
(a) The Description presents the System that was designed and implemented throughout the period
July 1, 2024 to September 30, 2024 in accordance with the Description Criteria
(b) The controls stated in the Description were suitably designed to provide reasonable assurance
that the service commitments and system requirements would be achieved based on the applicable
trust services criteria, if the controls operated as described and if user entities applied the
complementary user entity controls assumed in the design of SMT Data’s controls throughout the
period July 1, 2024 to September 30, 2024
(c) The SMT Data controls stated in the Description operated effectively throughout the period July 1,
2024 to September 30, 2024 to achieve the service commitments and system requirements based
on the applicable trust services criteria, if user entities applied the complementary user entity
controls assumed in the design of SMT Data’s controls throughout the period July 1, 2024 to
September 30, 2024

SMT Data
November 20, 2024
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II. Independent Service Auditor’s Report

To the Management of SMT Data:

Scope

We have examined SMT Data’s (referred to hereafter as “SMT Data” or “the Company”)
accompanying "SMT Data’s Description of the SMT Data System" for the capacity management
services provided to user entities throughout the period July 1, 2024 to September 30, 2024
(Description) in accordance with the criteria for a description of a service organization’s system set
forth in the Description Criteria DC section 200 2018 Description Criteria for a Description of a Service
Organization’s System in a SOC 2 Report (Description Criteria) and the suitability of the design and
operating effectiveness of controls included in the Description throughout the period July 1, 2024 to
September 30, 2024 to provide reasonable assurance that the service commitments and system
requirements were achieved based on the trust services criteria for security set forth in TSP section
100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy
(applicable trust services criteria).

Complementary subservice organization controls: SMT Data uses a subservice organization for cloud
hosting services. The description indicates that complementary subservice organization controls that
are suitably designed and operating effectively are necessary, along with controls at SMT Data, to
achieve SMT Data’s service commitments and system requirements based on the applicable trust
services criteria. The description presents SMT Data’s controls, the applicable trust services criteria,
and the types of complementary subservice organization controls assumed in the design of SMT
Data’s controls. The description does not disclose the actual controls at the subservice
organizations. Our examination did not include the services provided by the subservice
organizations, and we have not evaluated the suitability of the design or operating effectiveness of
such complementary subservice organization controls.

Complementary user entity controls: The Description also indicates that SMT Data’s controls can
provide reasonable assurance that certain service commitments and system requirements can be
achieved only if complementary user entity controls assumed in the design of SMT Data’s controls
are suitably designed and operating effectively, along with related controls at the service
organization. Our examination did not extend to such complementary user entity controls and we
have not evaluated the suitability of the design or operating effectiveness of such complementary
user entity controls.

SMT Data’s responsibilities

SMT Data is responsible for its service commitments and system requirements and for designing,
implementing, and operating effective controls within the system to provide reasonable assurance
that the service commitments and system requirements were achieved. SMT Data has provided the
accompanying assertion titled, "SMT Data's Management Assertion" (Assertion), about the
presentation of the Description based on the Description Criteria and suitability of the design and
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operating effectiveness of the controls described therein to provide reasonable assurance that the
service commitments and system requirements would be achieved based on the applicable trust
services criteria. SMT Data is responsible for (1) selecting the trust services criteria applicable to the
Description; (2) preparing the Description and Assertion; (3) the completeness, accuracy, and
method of presentation of the Description and Assertion; (4) providing the services covered by the
Description; (5) identifying the risks that would threaten the achievement of the service
organization’s service commitments and system requirements; and (6) designing, implementing, and
documenting controls that are suitably designed and operating effectively to achieve its service
commitments and system requirements.

Service auditor’s responsibilities

Our responsibility is to express an opinion on the presentation of the Description and on the
suitability of the design and operating effectiveness of the controls described therein to achieve the
Service Organization’s service commitments and system requirements, based on our examination.

Our examination was conducted in accordance with attestation standards established by the
American Institute of Certified Public Accountants ("AICPA"). Those standards require that we plan
and perform our examination to obtain reasonable assurance about whether, in all material
respects, (1) the Description is presented in accordance with the Description Criteria, and (2) the
controls described therein are suitably designed and operating effectively to provide reasonable
assurance that the service organization’s service commitments and system requirements would be
achieved based on the applicable trust services criteria. The nature, timing, and extent of the
procedures selected depend on our judgment, including an assessment of the risk of material
misstatement, whether due to fraud or error. We believe that the evidence we have obtained is
sufficient and appropriate to provide a reasonable basis for our opinion.

An examination of a description of a service organization’s system and the suitability of the design
and operating effectiveness of controls involves:

● Obtaining an understanding of the system and the service organization’s service
commitments and system requirements

● Performing procedures to obtain evidence about whether the controls stated in the
Description are presented in accordance with the Description Criteria

● Performing procedures to obtain evidence about whether controls stated in the Description
were suitably designed to provide reasonable assurance that the service organization
achieved its service commitments and system requirements based on the applicable trust
services criteria

● Assessing the risks that the Description is not presented in accordance with the Description
Criteria and that the controls were not suitably designed or operating effectively based on
the applicable trust services criteria

● Testing the operating effectiveness of those controls based on the applicable trust services
criteria

● Evaluating the overall presentation of the Description

Our examination also included performing such other procedures as we considered necessary
in the circumstances.
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We are required to be independent of SMT Data and to meet our other ethical responsibilities, as
applicable for examination engagements set forth in the Preface: Applicable to All Members and Part 1
– Members in Public Practice of the Code of Professional Conduct established by the AICPA. We have
complied with such independence and other ethical requirements and applied the AICPA’s
Statements on Quality Management Standards.

Inherent limitations

The Description is prepared to meet the common needs of a broad range of users and may not,
therefore, include every aspect of the system that each individual user may consider important to its
own particular needs.

Because of their nature, controls at a service organization may not always operate effectively to
provide reasonable assurance that the service organization’s service commitments and system
requirements are achieved based on the applicable trust services criteria. Also, the projection to the
future of any evaluation of the fairness of the presentation of the Description, or conclusions about
the suitability of the design or operating effectiveness of the controls based on the applicable trust
services criteria is subject to the risk that the system may change or that controls at a service
organization may become ineffective.

Description of tests of controls

The specific controls we tested and the nature, timing, and results of those tests are listed in the
accompanying "SECTION IV - Description of Criteria, Controls, Tests and Results of Tests"
(Description of Tests and Results).

Opinion

In our opinion, in all material respects:

(a) The Description presents the SMT Data System that was designed and implemented throughout
the period July 1, 2024 to September 30, 2024 in accordance with the Description Criteria

(b) The controls stated in the Description were suitably designed to provide reasonable assurance
that the service commitments and system requirements would be achieved based on the applicable
trust services criteria if the controls operated effectively and if user entities applied the controls
assumed in the design of SMT Data’s controls throughout the period July 1, 2024 to September 30,
2024

(c) The controls stated in the Description operated effectively to provide reasonable assurance that
the service commitments and system requirements were achieved based on the applicable trust
services criteria throughout the period July 1, 2024 to September 30, 2024, if the user entity controls
assumed in the design of SMT Data’s controls operated effectively throughout the period July 1, 2024
to September 30, 2024
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Restricted use

This report, including the description of tests of controls and results thereof in the Description of
Tests and Results, is intended solely for the information and use of SMT Data, user entities of the
SMT Data System during some or all of the period July 1, 2024 to September 30, 2024 and
prospective user entities, independent auditors and practitioners providing services to such user
entities who have sufficient knowledge and understanding of the following:

● The nature of the services provided by the service organization
● How the service organization’s system interacts with user entities, subservice organizations,

or other parties, including complementary user entity controls assumed in the design of the
service organization's controls

● Internal control and its limitations
● User entity responsibilities and how they interact with related controls at the service

organization
● The applicable trust services criteria
● The risks that may threaten the achievement of the service organization's service

commitments and system requirements and how controls address those risks

This report is not intended to be, and should not be, used by anyone other than these specified
parties.

November 20, 2024
San Jose, CA
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III. SMT Data’s Description of the SMT Data System

Company & System Overview and Background

SMT Data provides capacity management and performance analysis, we help larger companies with
the performance of their IT infrastructure.

Purpose and Scope of the Report
The scope of this report is limited to the controls supporting SMT Data Platform and does not
extend to other available software products and services or the controls at third third-party service
providers.

Products and Services offered by SMT Data’s Platform
SMT Data offers IT Business Intelligence (ITBI™) which enables our customers to gather, understand,
and optimize their IT capacity and performance costs on both mainframe and midrange platforms.

Organizational Structure
The company has defined structures, and reporting lines with assigned authority and
responsibilities, in order to appropriately meet the security requirements:

Description of key personnel roles & responsibilities

C-level management:
● CEO: The CEO is responsible for providing strategic direction, financial oversight, and

operational leadership. The CEO works closely with the board of directors and the executive
team to ensure the company's growth, profitability, and sustainability.

● CTO: The CTO is responsible for leading and developing the DevOps team, overseeing
product development, managing IT infrastructure, and ensuring compliance with security
standards. They collaborate with the CEO and other stakeholders to align technology
strategies with business goals, while driving innovation, technical leadership, and continuous
improvement within the organization.

● CCO: The CCO’s responsibilities and tasks for this role align with those outlined for the
Regional Sales Manager.

● CFO: The CFO is responsible for overseeing the company's financial health, guiding its
financial strategy and ensuring strong financial management. The CFO plays a critical role in
budgeting, forecasting, and financial risk management.
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ITBI Director: The responsibilities and tasks for this role align with those outlined for the Principal
ITBI Evangelist.
VP of ITBI services: responsible for managing the ITBI Services team and ensuring the successful
delivery of contracted services
Principal ITBI Evangelist: plays a critical role in promoting and spreading awareness about the ITBI
Solution offered by SMT Data.
Regional Sales Manager: is responsible for managing and expanding the company's sales efforts
within a defined geographic region. The role involves account planning, relationship management,
and meeting sales targets.
Senior ITBI Consultant: plays a critical role in optimizing the client's IT infrastructure through
various specialized services.
IT Operations Consultant: ensuring the efficient and effective operation of IT infrastructure and
services. This position requires a blend of technical expertise, operational insight, and client-facing
skills. The IT Operations Consultant is responsible for managing, optimizing, and supporting clients'
IT environments to ensure smooth day-to-day operations and long-term stability.
Development Manager: Responsibilities and tasks for this role align with those outlined for the Full
Stack Engineer.
Full Stack Engineer: responsible for designing, developing, and maintaining cutting-edge
applications across both front-end and back-end systems. This role requires a blend of technical
proficiency in modern technologies, a deep understanding of SMT Data’s ITBI solution, and
collaboration with cross-functional teams. The Full Stack Engineer ensures that the company delivers
state-of-the-art solutions that support complex integrations, data lakes, and cost allocation models,
while optimizing performance and scalability.
Developer: Responsibilities and tasks for this role align with those outlined for the Full Stack
Engineer.
Front End Developer: Responsibilities and tasks for this role align with those outlined for the Full
Stack Engineer.
Lead Developer: Responsibilities and tasks for this role align with those outlined for the Full Stack
Engineer.

Overview of the Company’s Internal Controls

A company’s internal control is a process – effected by SMT Data's Boards of Directors,
management, and other personnel – designed to enable the achievement of objectives in the
following categories:

● Adherence to the organization policies and procedures
● Effectiveness and efficiency of operations
● Compliance with applicable laws and regulations

The following section is a description of the five components of internal controls for SMT Data,
namely:
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1. Control environment
2. Control activities
3. Risk assessment
4. Information and Communication
5. Internal Monitoring

Control Environment

The control environment sets the tone of an organization, influencing the control consciousness of
its employees. It reflects the overall attitude, awareness, and actions of management, the board of
directors, and others concerning the importance of controls and the emphasis given to controls in
SMT Data’s policies, procedures, methods, and organizational structure. The control environment
defines a set of standards, processes, and structures that provide the basis for carrying out internal
control across the organization. The control environment is the base on which SMT Data is to
establish an effective system and allow strategic objectives to be met, operate most effectively and
efficiently, safeguard assets, and comply with required legal responsibilities.

Authority and Responsibility: Lines of authority and responsibility are clearly established
throughout the organization and are communicated through SMT Data’s:

● Management operating style
● Organizational structure
● Employee job descriptions
● Organizational policies and procedures

Board of Directors - The board of directors of SMT Data comprises 6 directors. The Board of
Directors meets quarterly, demonstrates independence from management, and exercises oversight
of the development and performance of internal control. The board establishes oversight
responsibilities, applies relevant expertise, and operates independently from management. The
Board’s responsibilities include but are not limited to monitoring the actual performance of the
company through its company strategy and approving equity-based compensation plans in which
directors, officers, or employees may participate.

Management Philosophy and Operating Style – The Management of the company meets on a
bi-weekly basis, and has a fixed agenda to oversee the company's objectives. They also evaluate
risks and threats and discuss Security non-compliance issues. In its role, the management team
assigns authority and responsibility for operating activities and establishes reporting relationships
and authorization hierarchies. The management team designs policies and communications so that
personnel understand SMT Data’s objectives, know how their actions interrelate and contribute to
those objectives, and recognize how and for what they are held accountable.

Human Resources Policy and Practices – Human resources policies and practices related to hiring,
orienting, training, evaluating, promoting, and compensating personnel. The competence of SMT
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Data's personnel is an essential element of its control environment. The organization’s ability to
recruit and retain highly trained, competent, and responsible personnel is dependent to a great
extent on its human resources policies and practices. Responsibility and accountability for
developing and maintaining the policies are assigned to the relevant personnel and approved on an
annual basis by the management team. Formal policies and procedures are documented, reviewed,
and approved on an annual basis by the management, and are available to the company's
employees.

Formal written policies for the principles and processes within the organization are developed and
communicated so that personnel understand SMT Data's objectives. The assigned policy owner
reviews and approves the policy every year, and responsibility and accountability for developing and
maintaining the policies are assigned to SMT Data’s relevant teams. New employees are required to
sign a standard employment agreement outlining the confidentiality and the intellectual property
clauses. The company performs an annual performance review of all employees that have been at
the organization for 12 or more months. A formal evaluation of each employee is performed in
alignment with the Company's objectives.

Commitment to Competence - Competence at SMT Data is designed to (1) identify and hire
competent personnel, (2) provide employees with the training and information they need to perform
their jobs, (3) evaluate the performance of employees to determine their ability to perform
professional assignments, and (4) through the performance evaluation process, identify
opportunities for growth and improvement. The company provides education and training to ensure
that the skill sets and technical competency of employees are developed and maintained.

The company conducts pre-employment screening checks of candidates commensurate with the
employee’s position and level, in accordance with local laws. New employees go through an
onboarding process to be informed of their role responsibilities, organizational policies, and
provision of relevant access. The company's employees are required to read and accept the Code of
conduct, Acceptable use policy upon their hire. Management monitors employees' compliance with
an official signature. The company has established a Security and Privacy Awareness Training
program and requires all employees to complete this training every year.

Risk Assessment

SMT Data is committed to managing and minimizing risk by identifying, analyzing, assessing,
mitigating, and treating exposures that may hinder, prevent or otherwise impact the company from
achieving its goals and serving its clients. SMT Data recognizes risk management as a strong
consideration in strategic and operational planning, daily management, and decision-making at all
levels of the company.
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Risk identification: The process of identifying, assessing, and managing risks is a critical component
of SMT Data's system of internal controls. The purpose of SMT Data's risk assessment process is to
identify, assess and manage risks that affect the organization’s ability to achieve its objectives. Risk
analysis identifies key business processes in which potential exposures of some consequence exist.
Exposures consider both internal and external influences that may harm SMT Data's ability to
provide reliable services. The risk identification process addresses the following at minimum:

● Identifying information assets, including physical devices and systems, virtual devices,
software, data, and data flows, external information systems, and organizational roles

● Assessing the criticality of information assets
● Identifying the threats to the assets from intentional (including malicious) and unintentional

acts and environmental events
● Identifying the vulnerabilities of the identified assets. It also includes the analysis of potential

threats and vulnerabilities arising from vendors providing goods and services, business
partners, customers, and others with access to SMT Data's information systems.

Risk assessment: The company maintains a formal risk management program to assess information
security risks that impact the company's business objectives, regulatory requirements, and
customers. Risk treatment options may include acceptance, avoidance, mitigation, and transfer. The
process is documented and maintained and all remediation activities must be approved by
management. Key SMT Data stakeholders evaluate risks and threats during a risk assessment
meeting that takes place on an annual basis. The annual risk assessment summary is presented to
senior management for review, comment, and approval. Minutes of the meeting and action items
are documented. The assessment process includes instructions on how the risk should be managed
and whether to accept, avoid, limit, or transfer the risk.

Risk mitigation: Once the severity and likelihood of a potential risk have been assessed,
management considers how the risk should be mitigated. The mitigation process involves making
inferences based on assumptions about the risk and carrying out a cost-benefit analysis. Necessary
actions are taken to reduce the level of severity or the likelihood of the risk occurring, and the
control activities necessary to mitigate the risk are identified. The annual risk assessment summary
is presented to senior management for review, comment, and approval. Minutes of the meeting and
action items are documented. The company has implemented a procedure in order to ensure that
there is a process to identify data and software stored on organizational devices and dispose of this
data in an appropriate manner.

The risk mitigation process is integrated into the company’s risk assessment. The company
assesses, on an annual basis, the risks that vendors and business partners represent to the
achievement of the Company's objectives. The company reviews the critical vendors' SOC2 report on
an annual basis. The review includes identifying and documenting the controls in place at the
company to address the CUECs, noted deviations, and the auditor's opinion. The company identifies,
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classifies and manages the inventory of information assets. The assets inventory is reviewed by the
CTO on an annual basis.

Penetration Testing

An external web application penetration test is conducted annually. Critical and High issues are
investigated and resolved in a timely manner. High/Critical issues are investigated and dealt with as
part of the SDLC process or by any necessary means. A re-test is performed, when necessary, to
verify the remediation of the critical/high issues.

Control Activities

Control activities are the policies and procedures that enable management directives to be carried
out to address risks. SMT Data’s operating and functional units are required to implement control
activities that help achieve business objectives associated with the following:

● Adherence to the organization's policies and procedures
● The effectiveness and efficiency of operations
● Compliance with applicable laws and regulations

The control activities are designed to address specific risks associated with SMT Data operations and
are reviewed as part of the risk assessment process. SMT Data has developed formal policies and
procedures covering various operational matters to document the requirements for the
performance of many control activities.

Information and Communication

IInformation and communication are integral components of SMT Data's internal control system.
They involve the process of identifying, capturing, and exchanging information in the form and
timeframe necessary to conduct, manage and control the organization’s operations. At SMT Data,
information is identified, captured, processed, and reported by various information systems, as well
as through conversations with clients, vendors, regulators, and employees.

Internal communication

A detailed description of the product architecture and system boundaries is documented and
available internally to the company's employees. Release notes are sent internally describing the
closed stories that were part of new versions released. In addition, SMT Data's approved policies as
well as the process of informing their customers and business partners about breaches of the
system Security are communicated to personnel responsible for implementing them in the internal
application. The company maintains an internal informational knowledge base describing the
company's environment, its boundaries, user responsibilities and services.
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External communication

New features are communicated to customers through the email to keep them updated on new
product features on a quarterly basis. In addition, SMT Data's approved policies, as well as the
process of informing their customers and business partners about breaches of the system Security,
are communicated to personnel responsible for implementing them in the internal application. The
company maintains external documentation describing the product features, system boundaries,
user guides, and services commitments.

Logical and Physical Access

A security policy is documented by SMT Data management and is reviewed and approved on an
annual basis. The access to the production server is performed using the two-factor authentication
method. SMT Data has established an organization-wide information security policy designed to
protect information at a level commensurate with its value. The policy dictates security controls for
media where information is stored, the systems that process it, as well as infrastructure
components that facilitate its transmission.

Access Control, User, and Permissions Management

Access to SMT Data information assets is restricted and The organization enforces and holds
individual employees accountable for their internal control responsibilities, in line with their job
objectives and KPIs. SMT Data employees and contractors will not be granted access to any
information asset that is not directly needed for their work in SMT Data. The company manages
access governance through a roles-based access control matrix based on the job description and
responsibilities. User access and permissions are reviewed and approved by the company's
management on a quarterly basis. Additionally, access authorization is defined based on work
purposes only.

The company has established a formal standard for passwords to govern the management and use
of authentication mechanisms. Strong password configuration settings, where applicable, are
enabled, including:
(1) Use a minimum of 8 characters
(2) Use upper case, lower case, numeric, and special character values

Access to system resources is protected by means of the following security measures:
1. Access to the production environment console is restricted to authorized personnel and

performed using a two-factor authentication method.
2. The access to the production server is performed using the two-factor authentication

method.
3. The company has an established key management process in place to support the

organization’s use of cryptographic techniques.
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4. The company secures and controls its employees' devices to enforce security settings
including - hard-disk encryption, auto patching, password requirement, auto screen-lock,
remote wipe capabilities, antivirus and deployment of additional policies.

Provisioning of new user access must follow a notification from HR.

System Access

Production Environment Logical Access

The production environment access is protected and restricted.
User access and permissions are reviewed and approved by the company's management on a
quarterly basis. The access to the production server is performed using the two-factor
authentication method. Privileged access rights are defined as any access authorizations created for
the employee for their work, temporarily or permanently, beyond those specified in respect of their
position in the user permissions table. All access requests to organizational systems, including
administrator accounts, are approved prior to access provisioning. Access to the production
environment console is restricted to authorized personnel and performed using a two-factor
authentication method.

Backup Access

Access to alter and delete backups is restricted to authorized users and performed using two-factor
authentication .

Source Control Access

Access to the source control tool is performed using two-factor authentication and is restricted to
authorized personnel.

Application and External Database Access

Access to sensitive databases is restricted to authorized users and uses a VPN.

Identity Management Access

Access to the identity management tool is performed using two-factor authentication and is
restricted to authorized personnel.

Remote Access

SMT Data operates using a fully cloud-native application and environment, and as such - remote
access follows the same process as accessing organizational resources and systems in the physical
office. Therefore, all SMT Data employees should be connected via the company password policy,
and using the MFA mechanism shall be enforced as well, in order to enforce and ensure stringent
security measures when connecting to SMT Data via a remote connection.
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Physical Access and Visitors

Physical access to the offices is restricted to authorized personnel electronic identification cards. The
ID card is needed within the perimeter of facilities and at the entry and exit points of sensitive areas
within these facilities. While at SMT Data offices, employees are required to use key fobs to access
the offices.. Visitors to SMT Data offices are required to be accompanied by a SMT Data employee at
all times during their stay. Employees encountering an unfamiliar or suspicious person wandering
around the office are expected to ask them politely about the nature of their business and if
necessary, accompany them to their host. Visitors are not allowed to access or connect to SMT Data
company’s network or equipment.

Termination of Access

User accounts are disabled or deleted on the production and other organizational information
assets timely upon notification of job termination. Additionally, upon leaving, organizational assets
shall be returned.

Software Development Lifecycle (SDLC) Overview

Design, acquisition, implementation, configuration, modification, and management of infrastructure
and software are documented and approved by the management team within the change
management application. Each change goes through a life cycle. Code changes must be reviewed
and approved in order to progress through the SDLC and deploy a version to production. Request
tickets are created to document change requests within the change management system. Pull
requests and change tickets are linked to each other so the code change can be tracked.

Software Testing and QA Process: A successful test result is mandatory in order to continue with the
SDLC process and deploy a version to the production environment. In cases of test failures, the build
is stopped and does not deploy .

Segregation within the lifecycle: Developers do not have access to the production environments.
For emergency purposes, temporary access can be granted after getting approval.

Monitoring the Change Management Processes

Changes that may affect system Security -related issues are communicated through emails to the
different team owners. Changes are documented within the system and approved by authorized
employees. The company developed a process in order to manage emergency changes. A post
approval process is performed for each emergency change.
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Description of the Production Environment

Production Environment

The processes described below are executed within SMT Data’s production environment, which is
hosted through AWS Virtual Private Cloud - located globally.

The currently utilized cloud provider locations are based in Europe (Ireland), Canada (Central),
Europe (Frankfurt). The facilities comply with SMT Data’s standards of security and reliability, which
enable SMT Data to provide its services efficiently and stably. The company enforced segregation
between development, staging, and production environments to enforce confidentiality and privacy
of customers' data.

Note: Controls performed by the data center service providers are not included in the scope of this report.

SMT Data's infrastructure runs on top of AWS's Infrastructure as a Service (IaaS) and utilizes various
services such as:

● ACM
● CloudFormation
● EC2
● Elastic load balancer
● Application load

balancer
● Network load balancer
● EBS
● RDS
● S3
● Secret Manager

● SQS
● CloudFront
● Guard Duty
● CloudTrail
● AWS VPN
● IAM
● AWS WAF
● ECR
● Lambda
● CloudWatch
● DynamoDB

● AppSync
● Cognito
● MSK
● Redshift
● Aurora
● DynamoDB
● Kinesis
● Athena
● AWS Glue

The use of the above AWS services are designed to make web-scale computing easier for SMT Data,
and enable SMT Data to perform (but are not limited to) the following:

● Create and run virtual machines utilizing the Cloud provider's infrastructure through the
secure and customizable computing service (Compute Engine). This enables resource
optimization, data encryption, and reduced computing costs as a result of the utilized virtual
machine.

● Vulnerability assessments can be performed automatically using container registry.
● Additionally, other utilized AWS services enable automatic logging of data, system

monitoring, and storage functionality to SMT Data.
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Network Infrastructure

The company has enabled multiple network security controls as SSH restriction, port restriction, and
remote access restriction. Robust network infrastructure is essential for reliable and secure
real-time data communication between SMT Data's cloud service components. To provide sufficient
capacity, SMT Data's network infrastructure relies on platforms provided by AWS. To ensure
appropriate network security levels, SMT Data security standards and practices are backed by a
multi-layered approach that incorporates practices for preventing security breaches, ensuring
Security. SMT Data’s security model encompasses the following components:

● Application layer security, including:
○ Various authentication schemas such as multi-factor authentication (MFA), unique ID,

and complex password policy
○ Logical security
○ Penetration testing
○ IP address source restriction
○ Customers' data encryption at rest and in transit

● Network and infrastructure security, including
○ Network architecture
○ Risk management
○ AWS data centers
○ Cloud operation security (change management, monitoring, and log analysis)
○ Network vulnerability scanning
○ Intrusion detection/prevention systems

Web, Application, and Service-Supporting Infrastructure Environment

SMT Data utilizes the clustered infrastructure design of AWS to provide redundancy and high
availability. In addition, the infrastructure is configured in a way that enables auto-scaling
capabilities. This allows for supporting high performance during demand spikes for the services.

Production Monitoring

Actions performed in the production environment, including OS, DB, and application are monitored,
logged, and reviewed. Audit trail (security logs) is deployed on the production environment
continuously to capture actions made directly by the user or a cloud service. Audit trail security logs
are configured to be retained for 365 days.

Security and Architecture

SMT Data provides a secure, reliable, and resilient Software-as-a-Service platform that has been
designed based on industry best practices. The below addresses the network and hardware
infrastructure, software, and information security elements that SMT Data delivers as part of this
platform, database management system security, application controls, and intrusion detection
monitoring software. Intrusion detection system scans continuously for potential security issues and
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alerts the administrator upon discovering unexpected and potentially malicious activity in the
production environment, with a high/critical risk rating.

A ticketing system is used for logging incidents, assigning severity ratings, and tracking their
resolution for effectiveness monitoring. Data restoration checks are performed on an annual basis
in order to test and ensure the company's ability to recover from a security incident.
An external web application penetration test is conducted annually. Critical and High issues are
investigated and resolved in a timely manner.

Data Center Security

SMT Data relies on the global infrastructure of AWS which can include the facilities, network,
hardware, and operational software (e.g., host OS, virtualization software, etc.) that support the
provisioning and use of basic computing resources and storage. This infrastructure is designed and
managed according to security best practices as well as a variety of security compliance standards
and regulations.

The environmental protection managed by the vendors’ policies are:
● Redundancy - The data centers are designed to anticipate and tolerate failure while

maintaining service levels with core applications deployed to multiple regions.
● Fire Detection and Suppression – Automatic fire detection and suppression equipment have

been installed to reduce risk.
● Redundant Power – the data center electrical power systems are designed to be fully

redundant and maintainable without impact on operations, 24 hours a day, and
Uninterruptible Power Supply (UPS) units provide backup power in the event of an electrical
failure. Data centers use generators to provide backup power for the entire facility.

● Climate and Temperature Controls – maintain a constant operating temperature and
humidity level for all hardware.

● Physical access - AWS recognizes the significance of physical security controls as a key
component in its overall security program. Physical access methods, procedures, and
controls have been implemented to help prevent unauthorized access to data, assets, and
restricted areas.

Application Security

● Penetration Testing - The penetration tests include, among others, procedures to prevent
customers, groups of individuals, or other entities from accessing confidential information
other than their own. An external web application penetration test is conducted annually.
Critical and High issues are investigated and resolved in a timely manner.

● Vulnerabilities Management - Internal vulnerability scanning is performed by the relevant
teams using sufficient tools. Production networks undergo vulnerability scans. A quarterly
review is performed and issues identified are tracked and remediated in accordance with the
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Vulnerability and Threat Management Policy. Vulnerability scans for the source code are
performed to identify security issues as part of the SDLC. High/critical issues are remediated.

● Segregation of customer data - During each user request, a validation process is performed
through encrypted identifiers to ensure that only authorized users gain access to the specific
data. Part of SMT Data's logical security procedures is to ensure users are segregated from
each other. The customer has enforced strict policy enforcement for the protection of
customer passwords through hashing.

Operational Security

● Configuration and Patch Management - SMT Data makes use of a centrally managed
configuration management system, including infrastructure-as-code systems through which
predefined configurations are enforced on its servers, as well as the desired patch levels of
the various software components. Patch management is in process for the company's
laptops and servers. Security settings are hardened and cannot be changed by users. Alerts
and remediation are triggered automatically when deficiencies are discovered.

● Security Incident Response Management - The company has developed a Security Incident
Response Policy in order to respond to security incidents and personal data breaches in
accordance with applicable laws and regulations. Whenever a security incident of a physical
or electronic nature is suspected or confirmed, SMT Data's engineers are instructed to follow
appropriate procedures. Customers and legal authorities are notified as required by Privacy
regulations. IT vendors that engage in business with the company are subject to information
security, confidentiality, and privacy commitments as part of their agreements with the
company. Such notifications are reported to appropriate personnel and acted on in
accordance with established incident response procedures to meet SMT Data’s objectives
related to privacy. The company's contingency planning and incident response playbooks are
maintained and updated to reflect emerging continuity risks and lessons learned from past
incidents and a root cause analysis is prepared and reviewed by management for high
severity incidents.

Security Awareness & Training

All SMT Data employees need to be well aware of their information security responsibilities.
Awareness is achieved by communicating SMT Data’s security policies and guidelines to employees
in various ways. The SMT Data security team works to implement security awareness and
responsibilities based on the SMT Data security awareness program.

SMT Data’s management encourages security-related professional development and education.
Adequate funding and resources are dedicated to relevant professional development and education,
according to the global SMT Data training plan and security awareness program. The company has
established a Security and Privacy Awareness Training program and requires all employees to
complete this training every year.

24
Doc ID: f2048b61aa5aa22ed9aa579f32dedb66555604de



The SMT Data security awareness training includes the following:
● Common security risks and threats, compliance matters, regulations, and Acceptable Use

Policy.
● Information security, proper data protection, and privacy of customers’ data.
● Mobile devices (laptops) security.
● Training on Social engineering, fraud, and phishing.

Data Encryption

SMT Data uses encryption to supplement other measures used to protect data-at-rest, when such
protections are deemed appropriate based on assessed risk. Processes are in place to protect
encryption keys during generation, storage, use, and destruction.

Data in Transit

Encrypted communication between the company's customers and the company's assets is enabled
using a valid HTTPS TLS 1.2 authenticated certificate.

Data at Rest

Restricted information assets containing sensitive customer data hosted on databases, storage, and
backups are at least disk-level encrypted. Customer content stored at rest is encrypted, without any
action required from the customer, using one or more encryption mechanisms; data for storage is
split into chunks, and each chunk is encrypted with a unique data encryption key; data encryption
keys are stored with the data, and encrypted with key encryption keys that are exclusively stored
and used inside the providers' central key management services; which are redundant and globally
distributed.

Support

Customers are notified of service interruptions through email. Customers can contact the support
team through dedicated support channels. Customers/Users are provided with communication
channels to report failures, incidents, and other complaints to the company .

Ticketing and Management

SMT Data opens a ticket when a client raises an issue or when an issue is proactively identified. SMT
Data uses a third-party CRM application to manage, classify, and ticket client support-related issues.
Tickets are classified by the level of urgency and assigned to the appropriate support tier for
resolution. Client issues are reported to the company via a dedicated support email address.
Support issues are handled by using a ticketing system.
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Incident Management Process

SMT Data has a defined and implemented Incident Management Policy. Within the policy, there are
defined processes and procedures to be followed for respective incident types. The detailed Incident
Management Policy includes and details the different phases of incident management and response,
including the various response protocols - which detail the appropriate reporting and escalation
procedures and personnel to contact for each respective incident type. Detected incidents are
communicated and reviewed by the individual responsible for the management of the security in the
company.

Escalation Process

SMT Data’s goal is to resolve issues efficiently. The issue is tracked and updated in the support
ticketing system. The escalation process is defined and documented by Customer Support. The
company uses a suite of monitoring tools to monitor its service. Alerts are sent to relevant
stakeholders by an internal communication tool, based on predefined rules. The notifications are
reviewed and processed according to their level of urgency.

Changes to the System after the Examination Period

No significant changes have occurred to the services provided to user entities as of the date of this
report.

System Incidents

No significant incidents have occurred to the service provided to user entities as of the date of this
report.

Complementary User Entity Controls (CUEC)

● Implementing sound and consistent internal controls regarding general IT system access and
system usage appropriateness for all internal user organization components associated with
SMT Data.

● Ensuring timely removal of user accounts for any users who have been terminated and were
previously involved in any material functions or activities associated with SMT Data’s
services.

● Maintaining authorized, secure, timely, and complete transactions for user organizations
relating to SMT Data’s services.

● Protecting data that is sent to SMT Data by using appropriate methods to ensure security,
and non-repudiation.

● Implementing controls requiring additional approval procedures for critical transactions
relating to SMT Data’s services.

● Reporting to SMT Data in a timely manner any material changes to their overall control
environment that may adversely affect services being performed by SMT Data.
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● Notifying SMT Data in a timely manner of any changes to personnel directly involved with
services performed by SMT Data. This person may be involved in financial, technical, or
ancillary administrative functions directly associated with services provided by SMT Data.

● Adhering to the terms and conditions stated within their contracts with SMT Data.

Subservice Organizations Carved-Out Controls: AWS

The subservice organizations are expected to:
● Implement controls to enable security and monitoring tools within the production environment.
● Implement logical access security measures to infrastructure components including native

security or security software and appropriate configuration settings.
● Restrict access to the virtual and physical servers, software, firewalls, and physical storage to

authorized individuals and review the list of users and permissions on a regular basis.
● Implement controls to:

o Provision access only to authorized persons.
o Remove access when no longer appropriate.
o Secure the facilities to permit access only to authorized persons.
o Monitor access to the facilities.

● Be consistent with defined system security related to the design, acquisition, implementation,
configuration modification, and management of infrastructure and software.

● Maintain system components, including configurations consistent with the defined system
security, and related policies.

● Provide that only authorized tested and documented changes are made to the system.
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Section IV
Description of Criteria,

Controls, Tests, and
Results of Tests
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IV. Description of Criteria, Controls, Tests, and Results of Tests

Testing performed and results of tests of entity level controls

On the pages that follow, the applicable Trust Services Criteria and the controls to meet the criteria have been specified by and are the
responsibility of SMT Data and the tests performed by Decrypt Compliance and results are the responsibility of the service auditor.

Control criteria and related controls for systems and applications

On the pages that follow, the applicable control criteria and the controls to achieve the criteria have been specified by, and are the
responsibility of, SMT Data. The sections “Tests Performed by Decrypt Compliance” and “Results” are the responsibility of Decrypt
Compliance PC.

For tests of controls requiring the use of Information Produced by the Entity (IPE) (e.g., controls requiring system-generated populations for
sample-based testing), Decrypt Compliance performed a combination of the following procedures where possible based on the nature of
the IPE to address the completeness, accuracy, and data integrity of the data or reports used:
(1) inspected the source of the IPE,
(2) inspected the query, script, or parameters used to generate the IPE,
(3) tied data between the IPE and the source, and/or
(4) inspected the IPE for anomalous gaps in sequence or timing to determine the data was complete, accurate, and maintained its integrity.

Furthermore, in addition to the above procedures, for tests of controls requiring management’s use of IPE in the execution of the controls
(e.g., periodic reviews of user access listings); we inspect management’s procedures to assess the validity of the IPE source and the
completeness, accuracy, and integrity of the data or reports.
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SMT Data Controls and related Trust Services Criteria

Control # Controls Specified by SMT Data Related SOC 2 Criter

CC.01.01 The Board of Directors meets quarterly, demonstrates independence from management,
and exercises oversight of the development and performance of internal control.

CC1.1, CC1.2, CC2.2,
CC2.3

CC.01.02 The Management of the company meets on a bi-weekly basis, and has a fixed agenda to
oversee the company's objectives.

CC1.3, CC2.2, CC4.1,
CC4.2, CC5.1, CC5.2

CC.01.03 The company has defined structures, and reporting lines with assigned authority and
responsibilities, in order to appropriately meet the security requirements.

CC1.3, CC2.2

CC.01.04 Formal policies and procedures are documented, reviewed, and approved on an annual
basis by the management, and are available to the company's employees.

CC1.4, CC2.1, CC2.2,
CC4.1, CC4.2, CC5.2,
CC5.3, CC6.8, CC8.1

CC.01.05 The company's employees are required to read and accept the Code of conduct,
Acceptable use policy upon their hire. Management monitors employees' compliance with
an official signature.

CC1.1, CC1.5

CC.01.07 The company conducts pre-employment screening checks of candidates commensurate
with the employee’s position and level, in accordance with local laws.

CC1.4

CC.01.08 New employees go through an onboarding process to be informed of their role
responsibilities, organizational policies, and provision of relevant access.

CC1.4

CC.01.09 The company provides education and training to ensure that the skill sets and technical
competency of employees are developed and maintained.

CC1.4

CC.01.10 The company performs an annual performance review of all employees that have been at
the organization for 12 or more months. A formal evaluation of each employee is
performed in alignment with the Company's objectives.

CC1.5

CC.02.01 A detailed description of the product architecture and system boundaries is documented CC2.1, CC6.1
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Control # Controls Specified by SMT Data Related SOC 2 Criter

and available internally to the company's employees.

CC.02.02 The company has established a Security and Privacy Awareness Training program and
requires all employees to complete this training every year.

CC1.4, CC2.2

CC.02.03 The company maintains an internal informational knowledge base describing the
company's environment, its boundaries, user responsibilities and services.

CC2.2

CC.02.04 Detected incidents are communicated and reviewed by the individual responsible for the
management of the security in the company.

CC2.2, CC7.3

CC.02.05 The company maintains external documentation describing the product features, system
boundaries, user guides, and services commitments.

CC2.1, CC2.3

CC.02.06 New features are communicated to customers through email to keep them updated on
new product features on a quarterly basis.

CC2.3

CC.02.07 Release notes are sent internally describing the closed stories that were part of new
versions released on a bi-weekly basis.

CC2.2

CC.02.08 Customers are notified of service interruptions through email. CC2.3, CC7.4, CC7.5

CC.02.09 Client issues are reported to the company via a dedicated support email address. Support
issues are handled by using a ticketing system.

CC2.3

CC.02.11 Customers/Users are provided with communication channels to report failures, incidents,
and other complaints to the company.

CC2.3

CC.03.01 The company maintains a formal risk management program to assess information security
risks that impact the company's business objectives, regulatory requirements, and
customers. Risk treatment options may include acceptance, avoidance, mitigation, and
transfer.

CC3.1, CC3.2, CC3.3,
CC3.4, CC5.1, CC9.1

CC.03.03 The annual risk assessment summary is presented to senior management for review,
comment, and approval. Minutes of the meeting and action items are documented.

CC3.1, CC3.2, CC3.3,
CC3.4, CC9.1
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Control # Controls Specified by SMT Data Related SOC 2 Criter

CC.03.04 The company identifies, classifies and manages the inventory of information assets. The
assets inventory is reviewed by the CTO on an annual basis.

CC3.2, CC6.1

CC.04.01 An external web application penetration test is conducted annually. Critical and High issues
are investigated and resolved in a timely manner.

CC4.1, CC7.1, CC7.2

CC.05.02 Developers do not have access to the production environments. For emergency purposes,
temporary access can be granted after getting approval.

CC5.1, CC6.1 , CC8.1

CC.06.01 All access requests to organizational systems, including administrator accounts, is
approved prior to access provisioning.

CC6.1, CC6.2, CC6.3

CC.06.02 The company manages access governance through a roles-based access control matrix
based on the job description and responsibilities.

CC6.1, CC6.3

CC.06.03 The company has established a formal standard for passwords to govern the management
and use of authentication mechanisms. Strong password configuration settings, where
applicable, are enabled, including:
(1) Use a minimum of 8 characters
(2) Use upper case, lower case, numeric, and special character values

CC6.1

CC.06.05 Access to the identity management tool is performed using two-factor authentication and
is restricted to authorized personnel.

CC6.1

CC.06.06 Access to the production environment console is restricted to authorized personnel and
performed using a two-factor authentication method.

CC6.1

CC.06.08 Access to sensitive databases is restricted to authorized users and uses a VPN. CC6.1

CC.06.09 Access to the source control tool is performed using two-factor authentication and is
restricted to authorized personnel.

CC6.1

CC.06.10 The access to the production server is performed using the two-factor authentication
method.

CC6.1
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Control # Controls Specified by SMT Data Related SOC 2 Criter

CC.06.11 Access to alter and delete backups is restricted to authorized users and and performed
using a two-factor authentication.

CC6.1

CC.06.13 The company has an established key management process in place to support the
organization’s use of cryptographic techniques.

CC6.1

CC.06.14 Provisioning of new user access must follow a notification from HR. CC6.1

CC.06.16 User accounts are disabled or deleted on the production and other organizational
information assets timely upon notification of job termination. Additionally, upon leaving,
organizational assets shall be returned.

CC6.2, CC6.3, CC6.5

CC.06.17 User access and permissions are reviewed and approved by the the company's
management on a quarterly basis.

CC6.2, CC6.3

CC.06.20 Physical access to the offices is restricted to authorised personnel RFID key fobs. The Key
Fob is needed within the perimeter of facilities and at the entry and exit points of sensitive
areas within these facilities.

CC6.4

CC.06.21 The company has enabled multiple network security controls such as SSH restriction, and
port restriction

CC6.6

CC.06.22 The company has enforced strict policy for the protection of customer passwords through
hashing.

CC6.6, CC6.7

CC.06.23 Encrypted communication between the company's customers and the company's assets is
enabled using at least a valid HTTPS TLS 1.2 authenticated certificate.

CC6.6, CC6.7

CC.06.24 Restricted information assets containing sensitive customer data hosted on databases,
storage, and backups are at least disk-level encrypted.

CC6.1, CC6.6, CC6.7

CC.06.25 The company secures and controls its employees' devices to enforce security settings
including - hard-disk encryption, auto patching, password requirement, auto screen-lock,
remote wipe capabilities, antivirus and deployment of additional policies.

CC6.1, CC6.7, CC6.8
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Control # Controls Specified by SMT Data Related SOC 2 Criter

CC.07.01 Production networks undergo vulnerability scans continuously. A quarterly review is
performed and critical/high issues identified are tracked and remediated in accordance to
the Vulnerability and Threat Management Policy.

CC7.1, CC7.4

CC.07.02 Audit trail (security logs) is deployed on the production environment continuously to
capture actions made directly by the user or a cloud service.

CC7.2

CC.07.03 Audit trail security logs are configured to be retained for 365 days. CC7.2

CC.07.04 Intrusion detection system scans continuously for potential security issues and alerts the
administrator upon discovering unexpected and potentially malicious activity in the
production environment, with a high/critical risk rating. A ticketing system is used for
logging incidents, assigning severity ratings, and tracking their resolution for effectiveness
monitoring.

CC7.2, CC7.3

CC.07.06 The company has developed a Security Incident Response Policy in order to respond to
security incidents and personal data breaches in accordance with applicable laws and
regulations.

CC7.3, CC7.4, CC7.5

CC.07.07 The company's contingency planning and incident response playbooks are maintained and
updated to reflect emerging continuity risks and lessons learned from past incidents.

CC1.4, CC2.2, CC3.4,
CC5.3, CC7.3, CC7.4,
CC9.1

CC.07.08 A root cause analysis is prepared and reviewed by management for high severity incidents.
Change requests are prepared based on the root cause analysis to remediation and
resolution.

CC7.4, CC7.5

CC.08.01 Request tickets are created to document change requests within the change management
system. Pull requests and change tickets are linked to each other so the code change can
be tracked.

CC8.1

CC.08.04 Code changes must be reviewed and approved in order to progress through the SDLC and
deploy a version to production.

CC8.1
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Control # Controls Specified by SMT Data Related SOC 2 Criter

CC.08.05 Vulnerability scans for the source code are performed to identify security issues as part of
the SDLC. High/critical issues are remediated.

CC7.1, CC8.1

CC.08.07 A successful test result is mandatory in order to continue with the SDLC process and
deploy a version to the production environment. In cases of test failures, the build is
stopped and does not deploy.

CC8.1

CC.08.08 The company developed a process in order to manage emergency changes. A post
approval process is performed for each emergency change.

CC8.1

CC.08.11 The company enforced segregation between development, staging, and production
environments to enforce confidentiality and privacy of customers' data.

CC6.1, CC8.1

CC.09.02 The company assesses, on an annual basis, the risks that vendors and business partners
represent to the achievement of the Company's objectives.

CC3.2, CC9.2

CC.09.04 The company reviews the critical vendors' SOC2 report on an annual basis. The review
includes identifying and documenting the controls in place at the company to address the
CUECs, noted deviations, and the auditor's opinion.

CC3.2, CC9.2

AV.03.02 Data restoration checks are performed continuously in order to test and ensure the
company's ability to recover from a security incident.

CC7.5, CC9.1

CC.6.5.DD The company has implemented a procedure in order to ensure that there is a process to
identify data and software stored on organizational devices and dispose of this data in an
appropriate manner.

CC6.5

RR.01.01 The organisation enforces and holds individual employees accountable for their internal
control responsibilities, in line with their job objectives and KPIs.

CC1.5
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Description of Test of Controls and Results

Security Category

Information and systems are protected against unauthorized access, unauthorized disclosure of information, and damage to systems that
could compromise the availability, integrity, confidentiality, and privacy of information or systems and affect the entity’s ability to meet its
objectives.

Control # Controls Specified by SMT Data Tests Performed by Decrypt Compliance PC and Test Results

CC1.1 The entity demonstrates a commitment to integrity and ethical values.

CC.01.01 The Board of Directors meets
quarterly, demonstrates
independence from management,
and exercises oversight of the
development and performance of
internal control.

Inquired of management to determine the Board of Directors meets
quarterly, demonstrates independence from management, and
exercises oversight over the development and performance of
internal control.

Inspected the board meeting minutes for Calendar Q1, Q2, and Q3 of
2024 to determine that the Board of Directors meets quarterly,
demonstrates independence from management, and exercises
oversight over the development and performance of internal control.

No deviations
noted.

CC.01.05 The company's employees are
required to read and accept the Code
of conduct, Acceptable use policy
upon their hire. Management
monitors employees' compliance with
an official signature.

Inquired of management to determine company employees are
required to read and accept a Code of conduct, and Acceptable use
policy agreement prior to employment.

Inspected the Code of conduct, and Acceptable use policy to
determine employees are required to read and accept these policies,
prior to employment.

No deviations
noted.

CC1.2 The board of directors demonstrates independence frommanagement and exercises oversight of the development and
performance of internal control.
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Control # Controls Specified by SMT Data Tests Performed by Decrypt Compliance PC and Test Results

CC.01.01 The Board of Directors meets
quarterly, demonstrates
independence from management,
and exercises oversight of the
development and performance of
internal control.

Inquired of management to determine the Board of Directors meets
quarterly, demonstrates independence from management, and
exercises oversight over the development and performance of
internal control.

Inspected the board meeting minutes for Calendar Q1, Q2, and Q3 of
2024 to determine that the Board of Directors meets quarterly,
demonstrates independence from management, and exercises
oversight over the development and performance of internal control.

No deviations
noted.

CC1.3 Management establishes, with board oversight, structures, reporting lines, and appropriate authorities and
responsibilities in the pursuit of objectives.

CC.01.02 The Management of the company
meets on a bi-weekly basis, and has a
fixed agenda to oversee the
company's objectives.

Inquired of management to determine that management meets on a
bi-weekly basis and has a fixed agenda to oversee the company's
objectives.

Inspected a sample of bi-weekly management meetings and
determined management meets on a bi-weekly basis to oversee the
company's objectives.

No deviations
noted.

CC.01.03 The company has defined structures,
and reporting lines with assigned
authority and responsibilities, in order
to appropriately meet the security
requirements.

Inquired of management to determine the company has defined
structures, and reporting lines with assigned authority and
responsibilities.

Inspected the company organization chart to determine the
company has defined structures, and reporting lines with assigned
authority and responsibilities.

No deviations
noted.

CC1.4 The entity demonstrates a commitment to attract, develop, and retain competent individuals in alignment with objectives.
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Control # Controls Specified by SMT Data Tests Performed by Decrypt Compliance PC and Test Results

CC.01.04 Formal policies and procedures are
documented, reviewed, and approved
on an annual basis by the
management, and are available to the
company's employees.

Inquired of management to determine formal policies and
procedures are documented, reviewed, and approved on an annual
basis by the management, and are available to the company's
employees.

Inspected the company policies and procedures to determine formal
policies and procedures are documented, reviewed, and approved
on an annual basis by the management, and are available to the
company's employees.

No deviations
noted.

CC.01.07 The company conducts
pre-employment screening checks of
candidates commensurate with the
employee’s position and level, in
accordance with local laws.

Inquired of management to determine the company conducts
pre-employment screening checks of candidates prior to hire, as
applicable.

Inspected the Human Resources policy to determine the company
conducts pre-employment screening checks of candidates prior to
hire, as applicable.

Inspected a candidate pre-employment checklist to determine the
company conducts pre-employment screening checks of candidates
prior to hire, as applicable.

Inspected the list of employees to determine there were no new
hires during the attest period.

No deviations
noted.
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CC.01.08 New employees go through an
onboarding process to be informed of
their role responsibilities,
organizational policies, and provision
of relevant access.

Inquired of management to determine new employees are informed
of their responsibilities, organizational policies, and are provisioned
access as part of the employee onboarding process.

Inspected the Human Resources Policy to determine new employees
are informed of their responsibilities, organizational policies, and are
provisioned access as part of the employee onboarding process.

Inspected the onboarding record to determine new employees are
informed of their responsibilities, organizational policies, and are
provisioned access as part of the employee onboarding process.

Inspected the list of employees to determine there were no new
hires during the attest period.

No deviations
noted.

CC.01.09 The company provides education and
training to ensure that the skill sets
and technical competency of
employees are developed and
maintained.

Inquired of management to determine the company provides
education and training to ensure that the skill sets and technical
competency of employees are developed and maintained.

Inspected the employee training record to determine the company
provides education and training to ensure that the skill sets and
technical competency of employees are developed and maintained.

No deviations
noted.

CC.02.02 The company has established a
Security and Privacy Awareness
Training program and requires all
employees to complete this training
every year.

Inquired of management to determine employees complete the
Security Awareness Training program annually.

Inspected annual security awareness training records to determine
employees complete this training annually.

No deviations
noted.
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CC.07.07 The company's contingency planning
and incident response playbooks are
maintained and updated to reflect
emerging continuity risks and lessons
learned from past incidents.

Inquired of management to determine the company's contingency
planning and incident response playbooks are maintained and
updated to reflect emerging continuity risks and lessons learned
from past incidents.

Inspect the incident response playbooks to determine the security
incidents response playbook is maintained and updated to reflect
emerging continuity risks and lessons learned from past incidents.

No deviations
noted.

CC1.5 The entity holds individuals accountable for their internal control responsibilities in the pursuit of objectives.

CC.01.05 The company's employees are
required to read and accept the Code
of conduct, Acceptable use policy
upon their hire. Management
monitors employees' compliance with
an official signature.

Inquired of management to determine company employees are
required to read and accept a Code of conduct, and Acceptable use
policy agreement prior to employment.

Inspected the Code of conduct, and Acceptable use policy to
determine employees are required to read and accept these policies,
prior to employment.

No deviations
noted.

CC.01.10 The company performs an annual
performance review of all employees
that have been at the organization for
12 or more months. A formal
evaluation of each employee is
performed in alignment with the
Company's objectives.

Inquired of management to determine the company performs an
annual performance review of all employees that have been at the
organization for 12 or more months consistent with the company's
objectives.

Inspected a sample of employee performance reviews to determine
an annual evaluation was completed for employees timely.

No deviations
noted.

RR.01.01 The organization enforces and holds
individual employees accountable for
their internal control responsibilities,

Inquired of management to determine organization enforces and
holds individual employees accountable for their internal control
responsibilities, in line with their job objectives and KPIs.

No deviations
noted.
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in line with their job objectives and
KPIs.

Inspected policies and procedures to determine the company
enforces and holds individual employees accountable for their
internal control responsibilities, in line with their job objectives and
KPIs.

CC2.1 The entity obtains or generates and uses relevant, quality information to support the functioning of internal control.

CC.01.04 Formal policies and procedures are
documented, reviewed, and approved
on an annual basis by the
management, and are available to the
company's employees.

Inquired of management to determine formal policies and
procedures are documented, reviewed, and approved on an annual
basis by the management, and are available to the company's
employees.

Inspected the company policies and procedures to determine formal
policies and procedures are documented, reviewed, and approved
on an annual basis by the management, and are available to the
company's employees.

No deviations
noted.

CC.02.01 A detailed description of the product
architecture and system boundaries is
documented and available internally
to the company's employees.

Inquired of management to determine a detailed description of the
product architecture and system boundaries is documented and
available internally to the company's employees.

Inspected the product architecture diagram to determine a detailed
description of the product architecture and system boundaries is
documented and available internally to the company's employees.

No deviations
noted.

CC.02.05 The company maintains external
documentation describing the
product features, system boundaries,
user guides, and services
commitments.

Inquired of management to determine the company maintains
external documentation describing product features, system
boundaries, user guides, and service commitments.

No deviations
noted.
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Inspected the external knowledge base to determine the company
maintains external documentation describing product features,
system boundaries, user guides, and service commitments.

CC2.2 The entity internally communicates information, including objectives and responsibilities for internal control, necessary to
support the functioning of internal control.

CC.01.01 The Board of Directors meets
quarterly, demonstrates
independence from management,
and exercises oversight of the
development and performance of
internal control.

Inquired of management to determine the Board of Directors meets
quarterly, demonstrates independence from management, and
exercises oversight over the development and performance of
internal control.

Inspected the board meeting minutes for Calendar Q1, Q2, and Q3 of
2024 to determine that the Board of Directors meets quarterly,
demonstrates independence from management, and exercises
oversight over the development and performance of internal control.

No deviations
noted.

CC.01.02 The Management of the company
meets on a bi-weekly basis, and has a
fixed agenda to oversee the
company's objectives.

Inquired of management to determine that management meets on a
bi-weekly basis and has a fixed agenda to oversee the company's
objectives.

Inspected a sample of bi-weekly management meetings and
determined management meets on a bi-weekly basis to oversee the
company's objectives.

No deviations
noted.

CC.01.03 The company has defined structures,
and reporting lines with assigned
authority and responsibilities, in order
to appropriately meet the security
requirements.

Inquired of management to determine the company has defined
structures, and reporting lines with assigned authority and
responsibilities.

No deviations
noted.
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Inspected the company organization chart to determine the
company has defined structures, and reporting lines with assigned
authority and responsibilities.

CC.01.04 Formal policies and procedures are
documented, reviewed, and approved
on an annual basis by the
management, and are available to the
company's employees.

Inquired of management to determine formal policies and
procedures are documented, reviewed, and approved on an annual
basis by the management, and are available to the company's
employees.

Inspected the company policies and procedures to determine formal
policies and procedures are documented, reviewed, and approved
on an annual basis by the management, and are available to the
company's employees.

No deviations
noted.

CC.02.02 The company has established a
Security and Privacy Awareness
Training program and requires all
employees to complete this training
every year.

Inquired of management to determine employees complete the
Security Awareness Training program annually.

Inspected annual security awareness training records to determine
employees complete this training annually.

No deviations
noted.

CC.02.03 The company maintains an internal
informational knowledge base
describing the company's
environment, its boundaries, user
responsibilities and services.

Inquired of management to determine the company maintains an
internal informational knowledge base describing the company's
environment, its boundaries, user responsibilities and services.

Inspected the internal information knowledge base to determine it
described the company's environment, its boundaries, user
responsibilities, and services.

No deviations
noted.
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CC.02.04 Detected incidents are communicated
and reviewed by the individual
responsible for the management of
the security in the company.

Inquired of management to determine detected incidents are
communicated and reviewed by the individual responsible for the
management of the security in the company.

Inspected the Incident Management Policy to determine detected
incidents are communicated and reviewed by the individual
responsible for the management of the security in the company.

Inspected configurations of the tools used to monitor security
systems to determine it is set up to identify and detect security
events that are not reported by a user.

No deviations
noted.

CC.02.07 Release notes are sent internally
describing the closed stories that
were part of new versions released on
a bi-weekly basis.

Inquired of management to determine release notes are sent
internally to personnel upon new product releases.

Inspected a sample of product releases to determine release notes
are sent bi-weekly internally to personnel upon new product
releases.

No deviations
noted.

CC.07.07 The company's contingency planning
and incident response playbooks are
maintained and updated to reflect
emerging continuity risks and lessons
learned from past incidents.

Inquired of management to determine the company's contingency
planning and incident response playbooks are maintained and
updated to reflect emerging continuity risks and lessons learned
from past incidents.

Inspect the incident response playbooks to determine the security
incidents response playbook is maintained and updated to reflect
emerging continuity risks and lessons learned from past incidents.

No deviations
noted.

CC2.3 The entity communicates with external parties regarding matters affecting the functioning of internal control.
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CC.01.01 The Board of Directors meets
quarterly, demonstrates
independence from management,
and exercises oversight of the
development and performance of
internal control.

Inquired of management to determine the Board of Directors meets
quarterly, demonstrates independence from management, and
exercises oversight over the development and performance of
internal control.

Inspected the board meeting minutes for Calendar Q1, Q2, and Q3 of
2024 to determine that the Board of Directors meets quarterly,
demonstrates independence from management, and exercises
oversight over the development and performance of internal control.

No deviations
noted.

CC.02.05 The company maintains external
documentation describing the
product features, system boundaries,
user guides, and services
commitments.

Inquired of management to determine the company maintains
external documentation describing product features, system
boundaries, user guides, and service commitments.

Inspected the external knowledge base to determine the company
maintains external documentation describing product features,
system boundaries, user guides, and service commitments.

No deviations
noted.

CC.02.06 New features are communicated to
customers through email to keep
them updated on new product
features on a quarterly basis.

Inquired of management to determine new features are
communicated to customers through the company newsletter to
keep them updated on new product features upon release on a
quarterly basis .

Inspected a sample product release notes to determine new features
are communicated to customers through the company newsletter to
keep them updated on new product features upon release on a
quarterly basis.

No deviations
noted.

45

Doc ID: f2048b61aa5aa22ed9aa579f32dedb66555604de



Control # Controls Specified by SMT Data Tests Performed by Decrypt Compliance PC and Test Results

CC.02.08 Customers are notified of service
interruptions through email.

Inquired of management to determine customers are notified of
service interruptions through the company's website.

Inspected uptime application status records, to determine no service
interruptions occurred within the attestation period.

Inspected the service interruption communications process to
determine one exists for the company to follow in the event of client
service interruptions.

No deviations
noted.

CC.02.09 Client issues are reported to the
company via a dedicated support
email address. Support issues are
handled by using a ticketing system.

Inquired of management to determine customer issues are reported
to the company via a dedicated email address and that support
issues are handled using a ticketing system.

Inspected the company's email address to determine client issues
are reported via the email address and support issues are handled
using a ticketing system

No deviations
noted.

CC.02.11 Customers/Users are provided with
communication channels to report
failures, incidents, and other
complaints to the company.

Inquired of management to determine customers/users are provided
with communication channels on the website to report failures,
incidents, and other complaints to the company.

Inspected communication channels to determine customers/users
are provided with channels to report failures, incidents, and other
complaints

No deviations
noted.

CC3.1 The entity specifies objectives with sufficient clarity to enable the identification and assessment of risks relating to
objectives.
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CC.03.01 The company maintains a formal risk
management program to assess
information security risks that impact
the company's business objectives,
regulatory requirements, and
customers. Risk treatment options
may include acceptance, avoidance,
mitigation, and transfer.

Inquired of management to determine the company maintains a
formal risk management program.

Inspected the Risk Assessment and Treatment Policy to determine
the company maintains a formal risk management program to
assess information security risks that impact the company's business
objectives, regulatory requirements, and customers. Risk treatment
options may include acceptance, avoidance, mitigation, and transfer.

Inspected the company's risk assessment to determine the
assessment was performed annually.

No deviations
noted.

CC.03.03 The annual risk assessment summary
is presented to senior management
for review, comment, and approval.
Minutes of the meeting and action
items are documented.

Inquired of management to determine that senior management
review the annual risk assessment on an annual basis and minutes
of the meeting and action items are documented.

Inspected the risk assessment and meeting minutes to determine
the risk assessment was reviewed annually and action items were
reviewed and approved.

No deviations
noted.

CC3.2 The entity identifies risks to the achievement of its objectives across the entity and analyzes risks as a basis for
determining how the risks should be managed.

CC.03.01 The company maintains a formal risk
management program to assess
information security risks that impact
the company's business objectives,
regulatory requirements, and
customers. Risk treatment options

Inquired of management to determine the company maintains a
formal risk management program.

Inspected the Risk Assessment and Treatment Policy to determine
the company maintains a formal risk management program to
assess information security risks that impact the company's business

No deviations
noted.
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may include acceptance, avoidance,
mitigation, and transfer.

objectives, regulatory requirements, and customers. Risk treatment
options may include acceptance, avoidance, mitigation, and transfer.

Inspected the company's risk assessment to determine the
assessment was performed annually.

CC.03.03 The annual risk assessment summary
is presented to senior management
for review, comment, and approval.
Minutes of the meeting and action
items are documented.

Inquired of management to determine that senior management
review the annual risk assessment on an annual basis and minutes
of the meeting and action items are documented.

Inspected the risk assessment and meeting minutes to determine
the risk assessment was reviewed annually and action items were
reviewed and approved.

No deviations
noted.

CC.03.04 The company identifies, classifies and
manages the inventory of information
assets. The assets inventory is
reviewed by the CTO on an annual
basis.

Inquired of management to determine the company identifies,
classifies, and manages an inventory of information assets that is
reviewed by the CTO on an annual basis.

Inspected the inventory of information assets to determine it was
reviewed by the CTO on an annual basis.

No deviations
noted.

CC.09.02 The company assesses, on an annual
basis, the risks that vendors and
business partners represent to the
achievement of the Company's
objectives.

Inquired of management to determine the company assesses vendor
risks to achievement of company objectives on an annual basis.

Inspected the third party risk assessment to determine the company
assesses vendor risks to achievement of company objectives on an
annual basis.

No deviations
noted.
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CC.09.04 The company reviews the critical
vendors' SOC2 report on an annual
basis. The review includes identifying
and documenting the controls in
place at the company to address the
CUECs, noted deviations, and the
auditor's opinion.

Inquired of management to determine the company reviews the
critical vendors' SOC 2 report on an annual basis, including
identifying and documenting the controls in place at the company to
address the CUECs, noted deviations, and the auditor's opinion.

Inspected the annual vendor security review to determine the
company reviews the critical vendors' SOC 2 report on an annual
basis, including identifying and documenting the controls in place at
the company to address the CUECs, noted deviations, and the
auditor's opinion.

No deviations
noted.

CC3.3 The entity considers the potential for fraud in assessing risks to the achievement of objectives.

CC.03.01 The company maintains a formal risk
management program to assess
information security risks that impact
the company's business objectives,
regulatory requirements, and
customers. Risk treatment options
may include acceptance, avoidance,
mitigation, and transfer.

Inquired of management to determine the company maintains a
formal risk management program.

Inspected the Risk Assessment and Treatment Policy to determine
the company maintains a formal risk management program to
assess information security risks that impact the company's business
objectives, regulatory requirements, and customers. Risk treatment
options may include acceptance, avoidance, mitigation, and transfer.

Inspected the company's risk assessment to determine the
assessment was performed annually.

No deviations
noted.

CC.03.03 The annual risk assessment summary
is presented to senior management
for review, comment, and approval.
Minutes of the meeting and action
items are documented.

Inquired of management to determine that senior management
review the annual risk assessment on an annual basis and minutes
of the meeting and action items are documented.

No deviations
noted.
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Inspected the risk assessment and meeting minutes to determine
the risk assessment was reviewed annually and action items were
reviewed and approved.

CC3.4 The entity identifies and assesses changes that could significantly impact the system of internal control.

CC.03.01 The company maintains a formal risk
management program to assess
information security risks that impact
the company's business objectives,
regulatory requirements, and
customers. Risk treatment options
may include acceptance, avoidance,
mitigation, and transfer.

Inquired of management to determine the company maintains a
formal risk management program.

Inspected the Risk Assessment and Treatment Policy to determine
the company maintains a formal risk management program to
assess information security risks that impact the company's business
objectives, regulatory requirements, and customers. Risk treatment
options may include acceptance, avoidance, mitigation, and transfer.

Inspected the company's risk assessment to determine the
assessment was performed annually.

No deviations
noted.

CC.03.03 The annual risk assessment summary
is presented to senior management
for review, comment, and approval.
Minutes of the meeting and action
items are documented.

Inquired of management to determine that senior management
review the annual risk assessment on an annual basis and minutes
of the meeting and action items are documented.

Inspected the risk assessment and meeting minutes to determine
the risk assessment was reviewed annually and action items were
reviewed and approved.

No deviations
noted.

CC.07.07 The company's contingency planning
and incident response playbooks are
maintained and updated to reflect

Inquired of management to determine the company's contingency
planning and incident response playbooks are maintained and
updated to reflect emerging continuity risks and lessons learned
from past incidents.

No deviations
noted.
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emerging continuity risks and lessons
learned from past incidents. Inspect the incident response playbooks to determine the security

incidents response playbook is maintained and updated to reflect
emerging continuity risks and lessons learned from past incidents.

CC4.1 The entity selects, develops, and performs ongoing and/or separate evaluations to ascertain whether the components of
internal control are present and functioning.

CC.01.02 The Management of the company
meets on a bi-weekly basis, and has a
fixed agenda to oversee the
company's objectives.

Inquired of management to determine that management meets on a
bi-weekly basis and has a fixed agenda to oversee the company's
objectives.

Inspected a sample of bi-weekly management meetings and
determined management meets on a bi-weekly basis to oversee the
company's objectives.

No deviations
noted.

CC.01.04 Formal policies and procedures are
documented, reviewed, and approved
on an annual basis by the
management, and are available to the
company's employees.

Inquired of management to determine formal policies and
procedures are documented, reviewed, and approved on an annual
basis by the management, and are available to the company's
employees.

Inspected the company policies and procedures to determine formal
policies and procedures are documented, reviewed, and approved
on an annual basis by the management, and are available to the
company's employees.

No deviations
noted.

CC.04.01 An external web application
penetration test is conducted
annually. Critical and High issues are

Inquired of management to determine an external web application
penetration test is conducted annually. Critical and High issues are
investigated and resolved in a timely manner

No deviations
noted.

51

Doc ID: f2048b61aa5aa22ed9aa579f32dedb66555604de



Control # Controls Specified by SMT Data Tests Performed by Decrypt Compliance PC and Test Results

investigated and resolved in a timely
manner.

Inspected the annual penetration test report to determine an
external web application penetration test is conducted annually.
Critical and High issues are investigated and resolved in a timely
manner.

CC4.2 The entity evaluates and communicates internal control deficiencies in a timely manner to those parties responsible for
taking corrective action, including senior management and the board of directors, as appropriate.

CC.01.02 The Management of the company
meets on a bi-weekly basis, and has a
fixed agenda to oversee the
company's objectives.

Inquired of management to determine that management meets on a
bi-weekly basis and has a fixed agenda to oversee the company's
objectives.

Inspected a sample of bi-weekly management meetings and
determined management meets on a bi-weekly basis to oversee the
company's objectives.

No deviations
noted.

CC.01.04 Formal policies and procedures are
documented, reviewed, and approved
on an annual basis by the
management, and are available to the
company's employees.

Inquired of management to determine formal policies and
procedures are documented, reviewed, and approved on an annual
basis by the management, and are available to the company's
employees.

Inspected the company policies and procedures to determine formal
policies and procedures are documented, reviewed, and approved
on an annual basis by the management, and are available to the
company's employees.

No deviations
noted.

CC5.1 The entity selects and develops control activities that contribute to the mitigation of risks to the achievement of
objectives to acceptable levels.
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CC.01.02 The Management of the company
meets on a bi-weekly basis, and has a
fixed agenda to oversee the
company's objectives.

Inquired of management to determine that management meets on a
bi-weekly basis and has a fixed agenda to oversee the company's
objectives.

Inspected a sample of bi-weekly management meetings and
determined management meets on a bi-weekly basis to oversee the
company's objectives.

No deviations
noted.

CC.03.01 The company maintains a formal risk
management program to assess
information security risks that impact
the company's business objectives,
regulatory requirements, and
customers. Risk treatment options
may include acceptance, avoidance,
mitigation, and transfer.

Inquired of management to determine the company maintains a
formal risk management program.

Inspected the Risk Assessment and Treatment Policy to determine
the company maintains a formal risk management program to
assess information security risks that impact the company's business
objectives, regulatory requirements, and customers. Risk treatment
options may include acceptance, avoidance, mitigation, and transfer.

Inspected the company's risk assessment to determine the
assessment was performed annually.

No deviations
noted.

CC.05.02 Developers do not have access to the
production environments. For
emergency purposes, temporary
access can be granted after getting
approval.

Inquired of management to determine developers do not have
access to the production environments. For emergency purposes,
temporary access can be granted after getting approval.

Inspected access to the production environment to determine
developers have limited access to production environment resources
and that developers have read-only production access to all
production buckets.

No deviations
noted.
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Inspected population of privilege escalation process to determine
developers do not have access to the production environments, and
can be granted temporary access after getting approval.

CC5.2 The entity also selects and develops general control activities over technology to support the achievement of objectives.

CC.01.02 The Management of the company
meets on a bi-weekly basis, and has a
fixed agenda to oversee the
company's objectives.

Inquired of management to determine that management meets on a
bi-weekly basis and has a fixed agenda to oversee the company's
objectives.

Inspected a sample of bi-weekly management meetings and
determined management meets on a bi-weekly basis to oversee the
company's objectives.

No deviations
noted.

CC.01.04 Formal policies and procedures are
documented, reviewed, and approved
on an annual basis by the
management, and are available to the
company's employees.

Inquired of management to determine formal policies and
procedures are documented, reviewed, and approved on an annual
basis by the management, and are available to the company's
employees.

Inspected the company policies and procedures to determine formal
policies and procedures are documented, reviewed, and approved
on an annual basis by the management, and are available to the
company's employees.

No deviations
noted.

CC5.3 The entity deploys control activities through policies that establish what is expected and in procedures that put policies
into action.

CC.01.04 Formal policies and procedures are
documented, reviewed, and approved
on an annual basis by the

Inquired of management to determine formal policies and
procedures are documented, reviewed, and approved on an annual
basis by the management, and are available to the company's
employees.

No deviations
noted.
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management, and are available to the
company's employees. Inspected the company policies and procedures to determine formal

policies and procedures are documented, reviewed, and approved
on an annual basis by the management, and are available to the
company's employees.

CC.07.07 The company's contingency planning
and incident response playbooks are
maintained and updated to reflect
emerging continuity risks and lessons
learned from past incidents.

Inquired of management to determine the company's contingency
planning and incident response playbooks are maintained and
updated to reflect emerging continuity risks and lessons learned
from past incidents.

Inspect the incident response playbooks to determine the security
incidents response playbook is maintained and updated to reflect
emerging continuity risks and lessons learned from past incidents.

No deviations
noted.

CC6.1 The entity implements logical access security software, infrastructure, and architectures over protected information
assets to protect them from security events to meet the entity's objectives.

CC.02.01 A detailed description of the product
architecture and system boundaries is
documented and available internally
to the company's employees.

Inquired of management to determine a detailed description of the
product architecture and system boundaries is documented and
available internally to the company's employees.

Inspected the product architecture diagram to determine a detailed
description of the product architecture and system boundaries is
documented and available internally to the company's employees.

No deviations
noted.

CC.03.04 The company identifies, classifies and
manages the inventory of information
assets. The assets inventory is

Inquired of management to determine the company identifies,
classifies, and manages an inventory of information assets that is
reviewed by the CTO on an annual basis.

No deviations
noted.
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reviewed by the CTO on an annual
basis.

Inspected the inventory of information assets to determine it was
reviewed by the CTO on an annual basis.

CC.05.02 Developers do not have access to the
production environments. For
emergency purposes, temporary
access can be granted after getting
approval.

Inquired of management to determine developers do not have
access to the production environments. For emergency purposes,
temporary access can be granted after getting approval.

Inspected access to the production environment to determine
developers have limited access to production environment resources
and that developers have read-only production access to all
production buckets.

Inspected population of privilege escalation process to determine
developers do not have access to the production environments, and
can be granted temporary access after getting approval.

No deviations
noted.

CC.06.01 All access requests to organizational
systems, including administrator
accounts, are approved prior to
access provisioning.

Inquired of management to determine access requests are reviewed
and approved prior to provisioning.

Inspected the population of access request records to determine
access requests are reviewed and approved prior to provisioning.

No deviations
noted.

CC.06.02 The company manages access
governance through a roles-based
access control matrix based on the
job description and responsibilities.

Inquired of management to determine access is managed through a
role-based access model.

Inspected the access control matrix to determine access is managed
through a role-based access model.

No deviations
noted.
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CC.06.03 The company has established a
formal standard for passwords to
govern the management and use of
authentication mechanisms. Strong
password configuration settings,
where applicable, are enabled,
including:
(1) Use a minimum of 8 characters
(2) Use upper case, lower case,
numeric, and special character values

Inquired of management to determine the company has established
a formal standard for passwords to govern the management and use
of authentication mechanisms.

Inspected the Access Control Policy to determine the company has
established a formal standard for passwords to govern the
management and use of authentication mechanisms.

Inspected the password policy configuration to determine the
company enforces authentication requirements including:
(1) Use a minimum of 8 characters
(2) Use upper case, lower case, numeric, and special character values

No deviations
noted.

CC.06.05 Access to the identity management
tool is performed using two-factor
authentication and is restricted to
authorized personnel.

Inquired of management to determine access to the identity
management tool requires two-factor authentication and is
restricted to authorized personnel.

Inspected the list of users with privileged access to the identity
management tool to determine access is restricted to authorized
personnel.

Inspected the identity management tool authentication configuration
to determine access to the identity management tool requires
two-factor authentication.

Inspected the IAM tool to determine applications that use SSO (Single
Sign On) to authenticate users are integrated with the tool.

No deviations
noted.
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CC.06.06 Access to the production environment
console is restricted to authorized
personnel and performed using a
two-factor authentication method.

Inquired of management to determine access to the production
environment console requires two-factor authentication and is
restricted to authorized personnel.

Inspected the list of users with privileged access to the production
environment console to determine access is restricted to authorized
personnel.

Inspected the production environment console authentication
configuration to determine access requires two-factor
authentication.

No deviations
noted.

CC.06.08 Access to sensitive databases is
restricted to authorized users and
uses a VPN.

Inquired of management to determine access to sensitive databases
requires two-factor authentication and is restricted to authorized
personnel.

Inspected the list of users with access to sensitive databases to
determine access to sensitive databases is restricted to authorized
personnel.

Inspected the sensitive database authentication configuration to
determine access to sensitive databases requires VPN access

No deviations
noted.

CC.06.09 Access to the source control tool is
performed using two-factor
authentication and is restricted to
authorized personnel.

Inquired of management to determine access to the source control
tool requires two-factor authentication and is restricted to
authorized personnel.

No deviations
noted.
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Inspected the list of users with access to the source control tool to
determine access to the source control tool is restricted to
authorized personnel.

Inspected the source control tool authentication configuration to
determine access to the source control tool requires two-factor
authentication.

CC.06.10 The access to the production server is
performed using the two-factor
authentication method.

Inquired of management to determine access to the production
server requires two-factor authentication and is restricted to
authorized personnel.

Inspected the list of users with access to the production server to
determine access to the production server is restricted to authorized
personnel.

Inspected the production server authentication configuration to
determine access to the production server requires two-factor
authentication.

No deviations
noted.

CC.06.11 Access to alter and delete backups is
restricted to authorized users and
performed using a two-factor
authentication.

Inquired of management to determine access to alter and delete
backups requires two-factor authentication and is restricted to
authorized users.

Inspected the cloud production environment to determine access to
alter and delete backups is restricted to authorized users.

No deviations
noted.
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Inspected the cloud production environment authentication
configuration to determine access to alter and delete backups
requires two-factor authentication.

CC.06.13 The company has an established key
management process in place to
support the organization’s use of
cryptographic techniques.

Inquired of management to determine the company has an
established key management process in place to support the
organization's use of cryptographic techniques.

Inspected a sample of customer managed encryption keys to
determine the company utilizes Amazon AWS Key Management
System (KMS) to support the organization's use of cryptographic
techniques, including use of 256-bit encryption algorithms, and
hardware security modules (HSM) managed by Amazon.

No deviations
noted.

CC.06.14 Provisioning of new user access must
follow a notification from HR.

Inquired of management to determine new user access is
provisioned upon confirmation of employment date and role from
HR personnel.

Inspected the Access Control Policy to determine new user access is
provisioned upon confirmation of employment date and role from
HR personnel.

Inspected the list of employees to determine there were no new
hires during the attestation period.

No deviations
noted.
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CC.06.24 Restricted information assets
containing sensitive customer data
hosted on databases, storage, and
backups are at least disk-level
encrypted.

Inquired of management to determine information assets containing
sensitive customer data are at least disk-level encrypted.

Inspected the Encryption Key Management Policy to determine
information assets containing sensitive customer data are at least
disk-level encrypted.

Inspected encryption configurations of information assets to
determine information assets containing sensitive customer data are
disk-level encrypted.

No deviations
noted.

CC.06.25 The company secures and controls its
employees' devices to enforce
security settings including - hard-disk
encryption, auto patching, password
requirement, auto screen-lock,
remote wipe capabilities, antivirus
and deployment of additional policies.

Inquired of management to determine the company enforces
hard-disk encryption, auto patching, password requirement, and
auto screen-lock and remote wipe capabilities.

Inspected employee device management configurations to
determine the company enforces hard-disk encryption, auto
patching, password requirement, auto screen-lock, and remote wipe
capabilities on employee end-user devices.

No deviations
noted.

CC.08.11 The company enforced segregation
between development, staging, and
production environments to enforce
confidentiality and privacy of
customers' data.

Inquired of management to determine the company segregates
development, staging, and production environments.

Inspected cloud architecture to determine the company segregates
development, staging, and production environments.

No deviations
noted.

CC6.2 Prior to issuing system credentials and granting system access, the entity registers and authorizes new internal and
external users whose access is administered by the entity. For those users whose access is administered by the entity, user
system credentials are removed when user access is no longer authorized.
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CC.06.01 All access requests to organizational
systems, including administrator
accounts, are approved prior to
access provisioning.

Inquired of management to determine access requests are reviewed
and approved prior to provisioning.

Inspected the population of access request records to determine
access requests are reviewed and approved prior to provisioning.

No deviations
noted.

CC.06.16 User accounts are disabled or deleted
on the production and other
organizational information assets
timely upon notification of job
termination. Additionally, upon
leaving, organizational assets shall be
returned.

Inquired of management to determine user access is revoked timely
upon notification of employee termination.

Inspected the off-boarding checklist to determine a formal process is
implemented to ensure user accounts are disabled or deleted on the
production and other organizational information assets timely.

Inspected the list of terminated users to determine no personnel left
the company during the attestation period.

No deviations
noted.

CC.06.17 User access and permissions are
reviewed and approved by the
company's management on a
quarterly basis.

Inquired of management to determine user access is reviewed and
approved on a quarterly basis.

Inspected a sample of user access reviews to determine privileges
are reviewed on a quarterly basis and necessary access
modifications identified from the review are performed timely.

No deviations
noted.

CC6.3 The entity authorizes, modifies, or removes access to data, software, functions, and other protected information assets
based on roles, responsibilities, or the system design and changes, giving consideration to the concepts of least privilege and
segregation of duties, to meet the entity’s objectives.

CC.06.01 All access requests to organizational
systems, including administrator

Inquired of management to determine access requests are reviewed
and approved prior to provisioning.

No deviations
noted.
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accounts, are approved prior to
access provisioning.

Inspected the population of access request records to determine
access requests are reviewed and approved prior to provisioning.

CC.06.02 The company manages access
governance through a roles-based
access control matrix based on the
job description and responsibilities.

Inquired of management to determine access is managed through a
role-based access model.

Inspected the access control matrix to determine access is managed
through a role-based access model.

No deviations
noted.

CC.06.16 User accounts are disabled or deleted
on the production and other
organizational information assets
timely upon notification of job
termination. Additionally, upon
leaving, organizational assets shall be
returned.

Inquired of management to determine user access is revoked timely
upon notification of employee termination.

Inspected the off-boarding checklist to determine a formal process is
implemented to ensure user accounts are disabled or deleted on the
production and other organizational information assets timely.

Inspected the list of terminated users to determine no personnel left
the company during the attestation period.

No deviations
noted.

CC.06.17 User access and permissions are
reviewed and approved by the
company's management on a
quarterly basis.

Inquired of management to determine user access is reviewed and
approved on a quarterly basis.

Inspected a sample of user access reviews to determine privileges
are reviewed on a quarterly basis and necessary access
modifications identified from the review are performed timely.

No deviations
noted.

CC6.4 The entity restricts physical access to facilities and protected information assets (for example, data center facilities,
backup media storage, and other sensitive locations) to authorized personnel to meet the entity’s objectives.
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CC.06.20 Physical access to the offices is
restricted to authorized personnel
RFID key fobs. The Key Fob is needed
within the perimeter of facilities and
at the entry and exit points of
sensitive areas within these facilities.

Inquired of management to determine physical access to the offices
is restricted to authorized personnel with RFID key fob. The key fob is
needed within the perimeter of facilities and at the entry and exit
points of sensitive areas within these facilities.

Inspected the Physical Security Policy to determine the company
maintains physical restriction requirements for sensitive facilities.

Inspected the access list for the office to determine offices are
restricted to authorized personnel with RFID key fob. The key fob is
needed within the perimeter of facilities and at the entry and exit
points of sensitive areas within these facilities.

No deviations
noted.

AWS is responsible for restricting physical access to data center facilities, backup media, and other system components including firewalls,
routers, and servers.

CC6.5 The entity discontinues logical and physical protections over physical assets only after the ability to read or recover data
and software from those assets has been diminished and is no longer required to meet the entity’s objectives.

CC.06.16 User accounts are disabled or deleted
on the production and other
organizational information assets
timely upon notification of job
termination. Additionally, upon
leaving, organizational assets shall be
returned.

Inquired of management to determine user access is revoked timely
upon notification of employee termination.

Inspected the off-boarding checklist to determine a formal process is
implemented to ensure user accounts are disabled or deleted on the
production and other organizational information assets timely.

Inspected the list of terminated users to determine no personnel left
the company during the attestation period.

No deviations
noted.
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CC.6.5.DD The company has implemented a
procedure in order to ensure that
there is a process to identify data and
software stored on organizational
devices and dispose of this data in an
appropriate manner.

Inquired of management to determine the company has
implemented a procedure in order to ensure that there is a process
to identify data and software stored on organizational devices and
dispose of this data in an appropriate manner.

Inspected the Record Retention Policy to determine the company has
procedures in place to identify data and software stored on
organizational devices and dispose of this data in an appropriate
manner.

No deviations
noted.

AWS is responsible for managing logical access to the underlying network, virtualization management, and storage devices for its cloud
hosting where the services reside.

AWS is responsible for restricting physical access to data center facilities, backup media, and other system components including firewalls,
routers, and servers.

CC6.6 The entity implements logical access security measures to protect against threats from sources outside its system
boundaries.

CC.06.21 The company has enabled multiple
network security controls such as SSH
restriction, and port restriction

Inquired of management to determine the company configures
security rules such as SSH restriction, and port restriction.

Inspected the configured security rules for SSH restriction and port
restriction to determine the company configures security rules to
filter unauthorized network traffic.

No deviations
noted.

CC.06.22 The company has enforced a strict
policy for the protection of customer
passwords through hashing.

Inquired of management to determine the company has enforced
strict policy for the protection of customer passwords through
hashing.

No deviations
noted.
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Inspected the client's password management system to determine
that customers' passwords are hashed within the company's user
database.

CC.06.23 Encrypted communication between
the company's customers and the
company's assets is enabled using at
least a valid HTTPS TLS 1.2
authenticated certificate.

Inquired of management to determine communication between the
company's customers and the company's assets is encrypted via TLS
1.2 protocol.

Inspected the company's web application domain configuration to
determine transmissions between the company's customers and the
company's assets to enforce TLS 1.2 encryption protocol.

Inspected the connection settings to the organization's external
websites for a user to determine encrypted communication between
the company's customers and the company's assets is enabled using
a valid HTTPS TLS 1.2 authenticated certificate.

No deviations
noted.

CC.06.24 Restricted information assets
containing sensitive customer data
hosted on databases, storage, and
backups are at least disk-level
encrypted.

Inquired of management to determine information assets containing
sensitive customer data are at least disk-level encrypted.

Inspected the Encryption Key Management Policy to determine
information assets containing sensitive customer data are at least
disk-level encrypted.

Inspected encryption configurations of information assets to
determine information assets containing sensitive customer data are
disk-level encrypted.

No deviations
noted.
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CC6.7 The entity restricts the transmission, movement, and removal of information to authorized internal and external users
and processes, and protects it during transmission, movement, or removal to meet the entity’s objectives.

CC.06.22 The company has enforced a strict
policy for the protection of customer
passwords through hashing.

Inquired of management to determine the company has enforced
strict policy for the protection of customer passwords through
hashing.

Inspected the client's password management system to determine
that customers' passwords are hashed within the company's user
database.

No deviations
noted.

CC.06.23 Encrypted communication between
the company's customers and the
company's assets is enabled using at
least a valid HTTPS TLS 1.2
authenticated certificate.

Inquired of management to determine communication between the
company's customers and the company's assets is encrypted via TLS
1.2 protocol.

Inspected the company's web application domain configuration to
determine transmissions between the company's customers and the
company's assets to enforce the TLS 1.2 encryption protocol.

Inspected the connection settings to the organization's external
websites for a user to determine encrypted communication between
the company's customers and the company's assets is enabled using
a valid HTTPS TLS 1.2 authenticated certificate.

No deviations
noted.

CC.06.24 Restricted information assets
containing sensitive customer data
hosted on databases, storage, and
backups are at least disk-level
encrypted.

Inquired of management to determine information assets containing
sensitive customer data are at least disk-level encrypted.

Inspected the Encryption Key Management Policy to determine
information assets containing sensitive customer data are at least
disk-level encrypted.

No deviations
noted.
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Inspected encryption configurations of information assets to
determine information assets containing sensitive customer data are
disk-level encrypted.

CC.06.25 The company secures and controls its
employees' devices to enforce
security settings including - hard-disk
encryption, auto patching, password
requirement, auto screen-lock,
remote wipe capabilities, antivirus
and deployment of additional policies.

Inquired of management to determine the company enforces
hard-disk encryption, auto patching, password requirement, and
auto screen-lock and remote wipe capabilities.

Inspected employee device management configurations to
determine the company enforces hard-disk encryption, auto
patching, password requirement, auto screen-lock, and remote wipe
capabilities on employee end-user devices.

No deviations
noted.

CC6.8 The entity implements controls to prevent or detect and act upon the introduction of unauthorized or malicious software
to meet the entity’s objectives.

CC.01.04 Formal policies and procedures are
documented, reviewed, and approved
on an annual basis by the
management, and are available to the
company's employees.

Inquired of management to determine formal policies and
procedures are documented, reviewed, and approved on an annual
basis by the management, and are available to the company's
employees.

Inspected the company policies and procedures to determine formal
policies and procedures are documented, reviewed, and approved
on an annual basis by the management, and are available to the
company's employees.

No deviations
noted.

CC.06.25 The company secures and controls its
employees' devices to enforce
security settings including - hard-disk

Inquired of management to determine the company enforces
hard-disk encryption, auto patching, password requirement, and
auto screen-lock and remote wipe capabilities.

No deviations
noted.
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encryption, auto patching, password
requirement, auto screen-lock,
remote wipe capabilities, antivirus
and deployment of additional policies.

Inspected employee device management configurations to
determine the company enforces hard-disk encryption, auto
patching, password requirement, auto screen-lock, and remote wipe
capabilities on employee end-user devices.

CC7.1 To meet its objectives, the entity uses detection and monitoring procedures to identify (1) changes to configurations that
result in the introduction of new vulnerabilities, and (2) susceptibilities to newly discovered vulnerabilities.

CC.04.01 An external web application
penetration test is conducted
annually. Critical and High issues are
investigated and resolved in a timely
manner.

Inquired of management to determine an external web application
penetration test is conducted annually. Critical and High issues are
investigated and resolved in a timely manner

Inspected the annual penetration test report to determine an
external web application penetration test is conducted annually.
Critical and High issues are investigated and resolved in a timely
manner.

No deviations
noted.

CC.07.01 Production networks undergo
vulnerability scans continuously. A
quarterly review is performed and
critical/high issues identified are
tracked and remediated in
accordance with the Vulnerability and
Threat Management Policy.

Inquired of management to determine production networks undergo
vulnerability scans on a quarterly basis. Detected incidents are
investigated and resolved in accordance with the Vulnerability and
Threat Management Policy.

Inspected the Vulnerability and Threat Management Policy to
determine production networks undergo vulnerability scans on a
quarterly basis and detected incidents are investigated and resolved
in accordance to the Vulnerability and Threat Management Policy.

No deviations
noted.
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Inspected a sample of vulnerability reviews to determine
vulnerabilities are detected, investigated and resolved in accordance
with the Vulnerability and Threat Management Policy.

CC.08.05 Vulnerability scans for the source
code are performed to identify
security issues as part of the SDLC.
High/critical issues are remediated.

Inquired of management to determine source code vulnerability
scans are performed and identified issues are remediated per
resolution policy.

Inspected the Threat and Vulnerability Management policy to
determine source code vulnerability scans are performed and
identified issues are remediated per the policy.

Inspected the source code vulnerability scanner to determine source
code vulnerability scans are performed and identified issues are
remediated per resolution policy.

Inspected a sample high or critical severity vulnerabilities to
determine issues are remediated timely.

No deviations
noted.

CC7.2 The entity monitors system components and the operation of those components for anomalies that are indicative of
malicious acts, natural disasters, and errors affecting the entity's ability to meet its objectives; anomalies are analyzed to
determine whether they represent security events.

CC.04.01 An external web application
penetration test is conducted
annually. Critical and High issues are
investigated and resolved in a timely
manner.

Inquired of management to determine an external web application
penetration test is conducted annually. Critical and High issues are
investigated and resolved in a timely manner

Inspected the annual penetration test report to determine an
external web application penetration test is conducted annually.

No deviations
noted.
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Critical and High issues are investigated and resolved in a timely
manner.

CC.07.02 Audit trail (security logs) is deployed
on the production environment
continuously to capture actions made
directly by the user or a cloud service.

Inquired of management to determine continuous audit logging is
enabled across the production environment.

Inspected audit log configurations to determine audit logging is
enabled across the production environment.

No deviations
noted.

CC.07.03 Audit trail security logs are configured
to be retained for 365 days.

Inquired of management to determine audit trail security logs are
configured to be retained for 365 days.

Inspected audit trail configurations to determine audit trail security
logs are configured to be retained for 365 days.

No deviations
noted.

CC.07.04 Intrusion detection system scans
continuously for potential security
issues and alerts the administrator
upon discovering unexpected and
potentially malicious activity in the
production environment, with a
high/critical risk rating. A ticketing
system is used for logging incidents,
assigning severity ratings, and
tracking their resolution for
effectiveness monitoring.

Inquired of management to determine an intrusion detection system
and incident ticketing system are implemented to identify and track
the occurrence and severity of incidents.

Inspected the cloud production environment to determine an
introduction detection system and incident ticketing system are
implemented to identify and track the occurrence and severity of
incidents.

Inspected Intrusion detection findings and incident tickets to
determine identified incidents are tracked to resolution consistent
with the company's Incident Management policy.

No deviations
noted.

CC7.3 The entity evaluates security events to determine whether they could or have resulted in a failure of the entity to meet its
objectives (security incidents) and, if so, takes actions to prevent or address such failures.
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CC.02.04 Detected incidents are communicated
and reviewed by the individual
responsible for the management of
the security in the company.

Inquired of management to determine detected incidents are
communicated and reviewed by the individual responsible for the
management of the security in the company.

Inspected the Incident Management Policy to determine detected
incidents are communicated and reviewed by the individual
responsible for the management of the security in the company.

Inspected configurations of the tools used to monitor security
systems to determine it is set up to identify and detect security
events that are not reported by a user.

No deviations
noted.

CC.07.04 Intrusion detection system scans
continuously for potential security
issues and alerts the administrator
upon discovering unexpected and
potentially malicious activity in the
production environment, with a
high/critical risk rating. A ticketing
system is used for logging incidents,
assigning severity ratings, and
tracking their resolution for
effectiveness monitoring.

Inquired of management to determine an intrusion detection system
and incident ticketing system are implemented to identify and track
the occurrence and severity of incidents.

Inspected the cloud production environment to determine an
introduction detection system and incident ticketing system are
implemented to identify and track the occurrence and severity of
incidents.

Inspected Intrusion detection findings and incident tickets to
determine identified incidents are tracked to resolution consistent
with the company's Incident Management policy.

No deviations
noted.

CC.07.06 The company has developed a
Security Incident Response Policy in
order to respond to security incidents
and personal data breaches in

Inquired of management to determine the company has developed a
Security Incident Response Policy in order to respond to security
incidents and personal data breaches in accordance with applicable
laws and regulations.

No deviations
noted.
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accordance with applicable laws and
regulations. Inspected the Security Incident Response Policy to determine

measures are in place to respond to security incidents and personal
data breaches in accordance with applicable laws and regulations.

CC.07.07 The company's contingency planning
and incident response playbooks are
maintained and updated to reflect
emerging continuity risks and lessons
learned from past incidents.

Inquired of management to determine the company's contingency
planning and incident response playbooks are maintained and
updated to reflect emerging continuity risks and lessons learned
from past incidents.

Inspect the incident response playbooks to determine the security
incidents response playbook is maintained and updated to reflect
emerging continuity risks and lessons learned from past incidents.

No deviations
noted.

CC7.4 The entity responds to identified security incidents by executing a defined incident-response program to understand,
contain, remediate, and communicate security incidents, as appropriate.

CC.02.08 Customers are notified of service
interruptions through email.

Inquired of management to determine customers are notified of
service interruptions through the company's website.

Inspected uptime application status records, to determine no service
interruptions occurred within the attestation period.

Inspected the service interruption communications process to
determine one exists for the company to follow in the event of client
service interruptions.

No deviations
noted.
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CC.07.01 Production networks undergo
vulnerability scans continuously. A
quarterly review is performed and
critical/high issues identified are
tracked and remediated in
accordance with the Vulnerability and
Threat Management Policy.

Inquired of management to determine production networks undergo
vulnerability scans on a quarterly basis. Detected incidents are
investigated and resolved in accordance with the Vulnerability and
Threat Management Policy.

Inspected the Vulnerability and Threat Management Policy to
determine production networks undergo vulnerability scans on a
quarterly basis and detected incidents are investigated and resolved
in accordance to the Vulnerability and Threat Management Policy.

Inspected a sample of vulnerability reviews to determine
vulnerabilities are detected, investigated and resolved in accordance
with the Vulnerability and Threat Management Policy.

No deviations
noted.

CC.07.06 The company has developed a
Security Incident Response Policy in
order to respond to security incidents
and personal data breaches in
accordance with applicable laws and
regulations.

Inquired of management to determine the company has developed a
Security Incident Response Policy in order to respond to security
incidents and personal data breaches in accordance with applicable
laws and regulations.

Inspected the Security Incident Response Policy to determine
measures are in place to respond to security incidents and personal
data breaches in accordance with applicable laws and regulations.

No deviations
noted.

CC.07.07 The company's contingency planning
and incident response playbooks are
maintained and updated to reflect
emerging continuity risks and lessons
learned from past incidents.

Inquired of management to determine the company's contingency
planning and incident response playbooks are maintained and
updated to reflect emerging continuity risks and lessons learned
from past incidents.

No deviations
noted.
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Inspect the incident response playbooks to determine the security
incidents response playbook is maintained and updated to reflect
emerging continuity risks and lessons learned from past incidents.

CC.07.08 A root cause analysis is prepared and
reviewed by management for high
severity incidents. Change requests
are prepared based on the root cause
analysis to remediation and
resolution.

Inquired of management to determine that a root cause analysis is
prepared and reviewed by management for high severity incidents.
Change requests are prepared based on the root cause analysis to
remediation and resolution.

Inspected the root cause analysis procedure document to determine
that a process has been defined to document root causes of security
incidents to prepare change requests for initiating the remediation
process.

No deviations
noted.

CC7.5 The entity identifies, develops, and implements activities to recover from identified security incidents.

CC.02.08 Customers are notified of service
interruptions through email.

Inquired of management to determine customers are notified of
service interruptions through the company's website.

Inspected uptime application status records, to determine no service
interruptions occurred within the attestation period.

Inspected the service interruption communications process to
determine one exists for the company to follow in the event of client
service interruptions.

No deviations
noted.
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CC.07.06 The company has developed a
Security Incident Response Policy in
order to respond to security incidents
and personal data breaches in
accordance with applicable laws and
regulations.

Inquired of management to determine the company has developed a
Security Incident Response Policy in order to respond to security
incidents and personal data breaches in accordance with applicable
laws and regulations.

Inspected the Security Incident Response Policy to determine
measures are in place to respond to security incidents and personal
data breaches in accordance with applicable laws and regulations.

No deviations
noted.

CC.07.08 A root cause analysis is prepared and
reviewed by management for high
severity incidents. Change requests
are prepared based on the root cause
analysis to remediation and
resolution.

Inquired of management to determine that a root cause analysis is
prepared and reviewed by management for high severity incidents.
Change requests are prepared based on the root cause analysis to
remediation and resolution.

Inspected the root cause analysis procedure document to determine
that a process has been defined to document root causes of security
incidents to prepare change requests for initiating the remediation
process.

No deviations
noted.

AV.03.02 Data restoration checks are
performed continuously in order to
test and ensure the company's ability
to recover from a security incident.

Inquired of management to determine data restoration checks are
performed continuously in order to test and ensure the company's
ability to recover from a security incident.

Inspected the data restoration check procedure to determine it is
performed continuously and ensures the company's ability to
recover from a security incident.

No deviations
noted.
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Inspected the data restoration check script to determine it is
configured to execute as part of the company's automated testing as
part of the SDLC.

Inspected a sample automated test execution to determine data
restoration checks are performed continuously.

CC8.1 The entity authorizes, designs, develops or acquires, configures, documents, tests, approves, and implements changes to
infrastructure, data, software, and procedures to meet its objectives.

CC.01.04 Formal policies and procedures are
documented, reviewed, and approved
on an annual basis by the
management, and are available to the
company's employees.

Inquired of management to determine formal policies and
procedures are documented, reviewed, and approved on an annual
basis by the management, and are available to the company's
employees.

Inspected the company policies and procedures to determine formal
policies and procedures are documented, reviewed, and approved
on an annual basis by the management, and are available to the
company's employees.

No deviations
noted.

CC.05.02 Developers do not have access to the
production environments. For
emergency purposes, temporary
access can be granted after getting
approval.

Inquired of management to determine developers do not have
access to the production environments. For emergency purposes,
temporary access can be granted after getting approval.

Inspected access to the production environment to determine
developers have limited access to production environment resources
and that developers have read-only production access to all
production buckets.

No deviations
noted.

77

Doc ID: f2048b61aa5aa22ed9aa579f32dedb66555604de



Control # Controls Specified by SMT Data Tests Performed by Decrypt Compliance PC and Test Results

Inspected population of privilege escalation process to determine
developers do not have access to the production environments, and
can be granted temporary access after getting approval.

CC.08.01 Request tickets are created to
document change requests within the
change management system. Pull
requests and change tickets are
linked to each other so the code
change can be tracked.

Inquired of management to determine code pull requests and
corresponding production code change requests are tracked within
the change management system.

Inspected the change management system to determine code pull
requests and corresponding production code change requests are
tracked within the change management system.

No deviations
noted.

CC.08.04 Code changes must be reviewed and
approved in order to progress
through the SDLC and deploy a
version to production.

Inquired of management to determine code changes must be
reviewed and approved prior to deployment into production.

Inspected the change management system configuration to
determine code changes must be reviewed and approved by an
individual over than the change developer prior to deployment into
production.

No deviations
noted.

CC.08.05 Vulnerability scans for the source
code are performed to identify
security issues as part of the SDLC.
High/critical issues are remediated.

Inquired of management to determine source code vulnerability
scans are performed and identified issues are remediated per
resolution policy.

Inspected the Threat and Vulnerability Management policy to
determine source code vulnerability scans are performed and
identified issues are remediated per the policy.

No deviations
noted.
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Inspected the source code vulnerability scanner to determine source
code vulnerability scans are performed and identified issues are
remediated per resolution policy.

Inspected a sample high or critical severity vulnerabilities to
determine issues are remediated timely.

CC.08.07 A successful test result is mandatory
in order to continue with the SDLC
process and deploy a version to the
production environment. In cases of
test failures, the build is stopped and
does not deploy.

Inquired of management to determine changes to production source
code are tested prior to deployment.

Inspected the change management system configuration to
determine changes to production source code are tested prior to
deployment.

No deviations
noted

CC.08.08 The company developed a process in
order to manage emergency changes.
A post approval process is performed
for each emergency change.

Inquired of management to determine retroactive approvals are
obtained for emergency changes.

Inspected the SDLC Policy for emergency change process to
determine retroactive approvals are obtained for emergency
changes.

Inspected the change management logs to determine there were no
emergency changes that occurred during the attestation period.

No deviations
noted.

CC.08.11 The company enforced segregation
between development, staging, and
production environments to enforce
confidentiality and privacy of
customers' data.

Inquired of management to determine the company segregates
development, staging, and production environments.

Inspected cloud architecture to determine the company segregates
development, staging, and production environments.

No deviations
noted.
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CC9.1 The entity identifies, selects, and develops risk mitigation activities for risks arising from potential business disruptions.

CC.03.01 The company maintains a formal risk
management program to assess
information security risks that impact
the company's business objectives,
regulatory requirements, and
customers. Risk treatment options
may include acceptance, avoidance,
mitigation, and transfer.

Inquired of management to determine the company maintains a
formal risk management program.

Inspected the Risk Assessment and Treatment Policy to determine
the company maintains a formal risk management program to
assess information security risks that impact the company's business
objectives, regulatory requirements, and customers. Risk treatment
options may include acceptance, avoidance, mitigation, and transfer.

Inspected the company's risk assessment to determine the
assessment was performed annually.

No deviations
noted.

CC.03.03 The annual risk assessment summary
is presented to senior management
for review, comment, and approval.
Minutes of the meeting and action
items are documented.

Inquired of management to determine that senior management
review the annual risk assessment on an annual basis and minutes
of the meeting and action items are documented.

Inspected the risk assessment and meeting minutes to determine
the risk assessment was reviewed annually and action items were
reviewed and approved.

No deviations
noted.

CC.07.07 The company's contingency planning
and incident response playbooks are
maintained and updated to reflect
emerging continuity risks and lessons
learned from past incidents.

Inquired of management to determine the company's contingency
planning and incident response playbooks are maintained and
updated to reflect emerging continuity risks and lessons learned
from past incidents.

Inspect the incident response playbooks to determine the security
incidents response playbook is maintained and updated to reflect
emerging continuity risks and lessons learned from past incidents.

No deviations
noted.
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AV.03.02 Data restoration checks are
performed continuously in order to
test and ensure the company's ability
to recover from a security incident.

Inquired of management to determine data restoration checks are
performed continuously in order to test and ensure the company's
ability to recover from a security incident.

Inspected the data restoration check procedure to determine it is
performed continuously and ensures the company's ability to
recover from a security incident.

Inspected the data restoration check script to determine it is
configured to execute as part of the company's automated testing as
part of the SDLC.

Inspected a sample automated test execution to determine data
restoration checks are performed continuously.

No deviations
noted.

CC9.2 The entity assesses and manages risks associated with vendors and business partners.

CC.09.02 The company assesses, on an annual
basis, the risks that vendors and
business partners represent to the
achievement of the Company's
objectives.

Inquired of management to determine the company assesses vendor
risks to achievement of company objectives on an annual basis.

Inspected the third party risk assessment to determine the company
assesses vendor risks to achievement of company objectives on an
annual basis.

No deviations
noted.

CC.09.04 The company reviews the critical
vendors' SOC2 report on an annual
basis. The review includes identifying
and documenting the controls in
place at the company to address the

Inquired of management to determine the company reviews the
critical vendors' SOC 2 report on an annual basis, including
identifying and documenting the controls in place at the company to
address the CUECs, noted deviations, and the auditor's opinion.

No deviations
noted.
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CUECs, noted deviations, and the
auditor's opinion.

Inspected the annual vendor security review to determine the
company reviews the critical vendors' SOC 2 report on an annual
basis, including identifying and documenting the controls in place at
the company to address the CUECs, noted deviations, and the
auditor's opinion.
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accounts, are approved prior to
access provisioning.

Inspected the population of access request records to determine
access requests are reviewed and approved prior to provisioning.

CC.06.02 The company manages access
governance through a roles-based
access control matrix based on the
job description and responsibilities.

Inquired of management to determine access is managed through a
role-based access model.

Inspected the access control matrix to determine access is managed
through a role-based access model.

No deviations
noted.

CC.06.16 User accounts are disabled or deleted
on the production and other
organizational information assets
timely upon notification of job
termination. Additionally, upon
leaving, organizational assets shall be
returned.

Inquired of management to determine user access is revoked timely
upon notification of employee termination.

Inspected the off-boarding checklist to determine a formal process is
implemented to ensure user accounts are disabled or deleted on the
production and other organizational information assets timely.

Inspected the list of terminated users to determine no personnel left
the company during the attestation period.

No deviations
noted.

CC.06.17 User access and permissions are
reviewed and approved by the
company's management on a
quarterly basis.

Inquired of management to determine user access is reviewed and
approved on a quarterly basis.

Inspected a sample of user access reviews to determine privileges
are reviewed on a quarterly basis and necessary access
modifications identified from the review are performed timely.

No deviations
noted.

CC6.4 The entity restricts physical access to facilities and protected information assets (for example, data center facilities,
backup media storage, and other sensitive locations) to authorized personnel to meet the entity’s objectives.
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