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MFA Guide

How to log on with two-factor authentication
Prerequisites

e Smartphone
¢ Authenticator app (Microsoft Authenticator / Authy / Or similar)

Configuration

To set up the two-factor authentication (MFA) you go to smtdata.com and click the ‘Sign in’
button. On the login page, you write your login details and click ‘Sign in’.

You will now be directed to a site with three steps listed.
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User Details

Download the Microsoft Authenticator using the download
links for i0S and Android or use any other authenticator
app of your choice.

GETITON ¢ Download on the
® Google Play || @ App Store

Once you've downloaded the Authenticator app. you can
use any of the methods below to continue with enroliment.

Once you've downloaded the Authenticator app. you can
use any of the methods below to continue with enroliment.

Scan the QR code

Using your app scan this QR code and dlick “Continue®
- — L

1) Download an Authenticator app on your smartphone

2) Scan the QR code shown in your browser using the app

In the Microsoft Authenticator app you can scan the code by clicking ‘Verified IDs’ in the lower
right corner of the app followed by clicking ‘Scan QR code’
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If you're having trouble with step two, the most common error is that you disallowed the app to
use the camera upon installation. You can change your consent by going to the ‘Settings’-app
on your phone, locate the app, and enable camera.

If the QR scan still doesn’t work for you, you can manually enter the verification code for the
pairing. You can find the verification code by clicking ‘Still having trouble?’
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Accept a Verified ID for more control of

. . smidata
your identity

sga@smt com
Some websites and organizations now
offer Verified IDs. They make account 02'1 2 1 8 (
setup simpler and safer, while giving you
more visibility and control over your
personal data.

A website typically offers a Verified ID

through a QR code. Scan the code to get
started.
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Learn about Verified IDs

Scan a QR code to accept or request
a credential

Passwords Addresses Verified 1Ds

When you’ve paired your authenticator app, go back to the tab with your ID, in the case of the
Microsoft Authenticator app it's simply called ‘Authenticator’. Here the app will generate a code
every 30 seconds that you need to use when signing in to ITBI.

3) Click ‘Continue’ in your browser

You’re now directed to a page where you can input your one-time password from the
authenticator app continued by clicking ‘Verify’. Make sure to input your one-time password
before it runs out.
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Enter the verification code from your authenticator app.
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You're now logged into ITBI. Please note that when you configure your authenticator app for the
first time, it will take up to 1 minute until you see the ITBI front page.

Subsequent logins

After configuring your authenticator app with ITBI the login process will be as follows:

1) Go to smtdata.com and click ‘Sign in’

2) Write your login credentials and click ‘Sign in’ again

3) Inthe User details box that shows next, you input the one-time password, your
authenticator app gives you. Click ‘Verify’

4) You're now logged into ITBI.

Note: If you lose access to your Authenticator app e.g., if your smartphone breaks, you
can reset your account by writing SMT Data’s support on support@smtdata.com
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